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Agency Board 
29 July 2014 

 
Board Report Number:  SEPA 23/14 

 
 

Risk Management Annual Review 
 
 
Summary: 
 
 

Throughout 2013-2014 risks on the Corporate Register were 
reviewed regularly. During the year the risk management 
process was critically reviewed and improvements have been 
made both to the approach to assessing risks and to the 
presentation of the Register. This report details changes to the 
Register in the year. 
  

Risks: None 
 

Financial 
Implications: 

None 
 
 

Staffing 
Implications: 
 

None 
 

Environmental 
and Carbon 
Impact: 
 

None 
 

Purpose of the 
report: 
 

For information 
 

Report Author: 
 

Archie Alexander, Senior Business Consultant, Business 
Strategy 
David Pirie, Executive Director 
 

Appendix: Risk Management Annual Review 1 April 2013–31 May 2014 
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Risk Management Annual Review 1 April 2013 – 31 May 2014 
 
1. Introduction 
 
1.1 This report summarises the risks added to, removed from and amended on 

the Corporate Risk Register since 1 April 2014.  
 
1.2 During the year a review has been carried out of the approach, guidance and 

other documentation used to manage the risk assessment and reporting 
processes. A revised approach and risk assessment process has been 
approved by the SEPA Board. This new approach has been used in 
presenting the assessment of risks in this report. 

 
1.3 A detailed description and assessment of each risk can be found in the 

individual Risk Profile Cards provided at Annex 2. 
 
2. Background  
 
2.1 Management of risk in SEPA is directed and overseen by the Risk 

Management Group. This meets regularly to assess potential new corporate 
risks and review the management of those on the corporate risk register. 
Management of risk is reported half yearly to the Agency Management Team 
and annually to SEPA’s Audit Committee and Board. 

 
2.2 Risk registers are managed by and reviewed regularly at portfolio 

management team meetings and at programme and project boards. These 
registers are being reviewed every year on a rolling programme by the Risk 
Management Group. 

 
2.3 The highlighting of potential risks and mitigating actions is part of the 

business planning process undertaken across the organisation. 
 
3. Amendments to Risk Register 
 
3.1 Ten risks were removed from the Risk Register.  
 

Details of these Risks are given in Annex 1.  
 

• Risk1.6 - Failure to improve water quality at Strathclyde Park Loch will 
have an impact on water sports and recreational amenity value 

• Risk 2.1 - Poor Business Continuity Planning 
• Risk 2.2 - Communications and Reputation 
• Risk 2.4 - Claim for planning appeal expenses 
• Risk 2.6 - Quality of Data and Analysis Released  
• Risk R004 - Potential opportunities will be missed if the Estates Strategy 

is not realised because the Angus Smith Building project is not well 
delivered 

• Risk R009 - Information Services plan for Disaster Recovery remains 
incompletely documented 

• Risk R010 - Life + funding already provided and spent will be withdrawn 
or clawed back, or future funding provision will not be allocated.  
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• Risk R013 - Access to Buildings - SEPA does not have a structured 
response to out of hours building alarm events including key holder 
identification/ duties  

• Risk R017 - The current lack of system test resource for commissioned  
projects continues for a prolonged period. 

 
3.2 Five new risks were added to the Risk Register  

 Details of these Risks are given in the individual Risk Profile Cards for each 
risk provided in Annex 2. 

 
• R011 - There continues to be no effective and consistent governance and 

delivery model for data supplied or shared with external bodies or 
procured for SEPA. 

• R014 - The content of the SEPA Website remains out of date or 
inaccurate. 

• R015 - SEPA is unable to meet statutory requirements and deadlines in 
respect of the production of 14 x Flood Risk Management Strategies by 
December 2015.   

• R016 - SEPA is required to make safe abandoned sites by being given 
responsibility to undertake and pay for action to avoid or mitigate serious 
environmental harm. 

• R018 - The UK is found by the EU to have failed to comply with the Urban 
Wastewater Treatment Directive due to shortfalls in SEPA’s performance 

 
3.3 Two risks were both added to and removed from the Risk Register during the 

period under review. 
 

Details of these Risks are included with those removed from the register as 
shown in Annex 1.  

 
• R009 - Information Services (IS) plan for Disaster Recovery remains not 

formally documented 
• R017 - The current lack of system test resource for commissioned 

projects continues for a prolonged period. 
 
3.4 Five risks had changes made to their Target Risk level  
 

This was previously called the ‘Target Impact, Likelihood and Net Risk’ level. 
This change of name is because, during the recent review of the approach to 
risk management, an ambiguity was identified in the scoring in the previous 
register. Some had been assessed as the ‘current score’ while others showed 
the score aimed for. This ambiguity has been resolved in the new version of 
the register as both ‘current’ and ‘target’ scores are provided separately. 
 
The chart below compares the former ‘Target Impact, Likelihood and Net 
Risk’ score with the new ‘Target Risk’ score. 
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Risk Title 
Previous 

target 
net risk 
score 

New 
target 

risk score 
Comment 

R002 SEPA does not 
deliver change. 

Medium Low This is due to the previous 
rating reflecting current 
rather than target score. 
The current score remains 
medium. 
 

R003 Security procedures 
are not followed and 
data is mishandled. 
  

Medium Low This is due to the previous 
rating reflecting current 
rather than target score. 
The current score remains 
medium. 
 

R005 Potential 
opportunities to 
maintain and 
improve 
effectiveness and 
efficiency will be 
missed if a robust 
Estates Strategy is 
not developed and 
managed. 

Medium Low As new and temporary 
lease arrangements are 
now in place the target risk 
can be reduced to Low. 

R006 Deteriorating view of 
SEPA’s competence 
by members of 
Scottish 
Government and 
other major 
stakeholders 

Medium Low Pro-active meetings are 
being held with parties who 
are critical of SEPA 

R007 Waste operators do 
not have sufficient 
financial provision in 
place to cover the 
costs of site clean-
up or aftercare in 
the event of 
company failure.    

Medium Low ** This is a high risk matter 
due to the potential 
financial liabilities which 
may arise.  
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4 Suggested risks considered but not added to the Register 
 

4.1 All potential risks formally submitted to the Risk Management Group for 
consideration were added to the corporate risk register. 

 
5. Risk Assessment Matrix 
 
5.1 The 5x5 Assessment Matrix used to assess Risks for Likelihood and Impact is 

provided at Appendix 3 along with the definitions used for each scoring 
category.  

 
 
6. Recommendations 
 

The Agency Board is asked to note SEPA’s Risk Management Annual 
Review for the period from 1 April 2013 to 31 May 2014. 

 
 
 
Archie Alexander, Senior Business Consultant, Business Strategy 
 
David Pirie, Executive Director 
 
11 June 2014 
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Annex 1  Risks removed from Register – 1 April 2013 - 31 March 2014 
 

Ref Risk Reasons for removal 
1.6 If there is a failure to 

improve water quality at 
Strathclyde Park Loch 
there will be an impact on 
water sports and 
recreational amenity value 

The risk centred on elevated levels of microbiological 
pollutants and potential pathogens particularly after heavy 
rain and the continued existence of blue green algae due 
to elevated nutrient levels. These could mean the water 
sports cannot be held at that venue. A SEPA Problem 
Solving Project task team with cross-Directorate 
membership was put in place and delivered effective 
results.  
 
At the Risk Management Group on 5 July 2013 it was 
agreed to close this in the Corporate Risk Register and 
move to the Science & Strategy Risk Register for ongoing 
monitoring.  
 

2.1 Poor Business Continuity 
Planning 
 

This risk concerned the absence of plans to carry out short 
or medium terms business in the event of a disaster. Good 
progress had been made in the development of plans in 
small offices and in most medium and large offices across 
the business. A small number of issues remained to be 
addressed including the absence of a Business Continuity 
Plan for Information Services. It was agreed at the Risk 
Management Group on 5 July 2013 to close this risk and 
open a new one (R008) covering the new specifics of the 
situation. 
  

2.2 Communications and 
Reputation 

The risk had been identified following an internal audit of 
communications. A corporate Communications Strategy 
was agreed by the Agency Board in December 2011 which 
specifically addressed the issues raised in the internal 
audit. Key elements of the strategy were being 
implemented, including an internal communications plan, 
digital communications plan, crisis communications plan, 
performance measures and audience survey. 
 
One element of the strategy related to a review of SEPA’s 
web site. This had been reviewed and a project initiated to 
redevelop the site during 2013. Risks inherent in the 
website project were proposed and accepted for separate 
inclusion in the register as a new risk. 
 

2.4 Claim for planning appeal 
expenses 

SEPA had been served with a notice of a claim as part of a 
Planning Appeal (Public Local Enquiry) held in July 2011. 
The decision of the Reporter did not uphold the claim and 
so no expenses were awarded against SEPA. This risk 
was closed at the Risk Management Group on 5 July 2013 
 

2.6 Quality of Data and 
Analysis Released  
 

The risk centred on the apparent absence of a system for 
checking and maintaining data released to the intranet and 
web. The Scottish Pollutant Release Inventory and the 
Compliance Assessment Scheme were amongst the 
original risk areas identified. These have now been 



  SEPA 23/14 
 

Page 7 of 38 

addressed and mitigating actions are in place. 
 
This risk was closed at the Risk Management Group on 5 
July 2013 but risks surrounding data supplied or shared 
with external bodies or procured by SEPA were retained 
as open in a new Risk (R011).  
 

R004 Potential opportunities will 
be missed if the Estates 
Strategy is not realised 
because the Angus Smith 
Building project is not well 
delivered 
 

The move to the Angus Smith Building was successfully 
completed. 
 
It was agreed at RMG on 3 December 2013 that this risk 
be closed. 

R009 Information Services plan 
for Disaster Recovery 
remains incompletely 
documented 

The terms of this risk constitute part of Risk R008 and has 
accordingly been closed to avoid duplication. 

R010 Life + funding already 
provided and spent will be 
withdrawn or clawed back, 
or future funding provision 
will not be allocated 

This risk is being managed through a formal SEPA project. 
 
This is the first project of its type that SEPA has 
undertaken so there was uncertainty over how the use of 
funding would be assessed in practice.  However, an 
interim report on our performance on behalf of the 
European Union has been accepted by the auditors which 
helps to validate the processes we have established. This 
risk has, therefore, been transferred to the Risk Register 
for the Portfolio with responsibility for Science & Strategy. 
 

R013 Access to Buildings - 
SEPA does not have a 
structured response to out 
of hours building alarm 
events including key holder 
identification/ duties 

This risk is being managed through an action plan in 
Operations and has, therefore, been transferred to the 
Risk Register for the Portfolio with responsibility for 
Operations. 

R017 The current lack of system 
test resource for 
commissioned  projects 
continues for a prolonged 
period 

This risk is being managed through an action plan in 
Information Services and has, therefore, been transferred 
to the Risk Register for the Portfolio with responsibility for 
Science & Strategy. 
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Annex 2 – Risk Profile Cards for active risks on corporate risk register 
 
 
Risk Profile Card        Risk No: R001 

 
Objective – To fully deliver the outcomes in 

the Corporate Plan.  
Source of objective – Corporate Plan 2012-
2017 

Risk -  Insufficient funding is available to 
SEPA in financial years beyond 
2015-2016 for activities in the 
Corporate Plan 

Date risk identified   April 2012 

Risk owner  - James Curran Date risk profile card last reviewed: 12 May 
2014 

How would this risk happen? 
• Short-term adjustments to agreed Grant 

in Aid in 2014-2015 and 2015-2016. 
• If, as anticipated, there is reduction in 

Grant in Aid for 2016-2017. 
• Ministerial approval is not given for 

proposed charging scheme increases in 
2014-2015 and 2015-2016. 

• Fee income for 2016-17 is not timeously 
planned. 

• Unplanned changes to the pattern of 
pension funding. 

• Reduced charging scheme income 
through business closures. 

• SEPA fails to manage expenditure 
against agreed budgets. 

What would the potential outcome be? 
• SEPA is unable to fully deliver its 

business  in line with the Corporate Plan 
• Difficulty in delivering within financial 

agreements. 
• Loss of reputation following reports of 

under-performance. 
• Change programmes and/or corporate 

programmes and projects may only be 
partially completed. 

• Process changes in response to 
emerging issues may be reactive rather 
than proactive. 

What early warning indicators would let us 
know the risk was likely to happen? 
• UK and Scottish Government financial 

forecasts 
• Discussions with Scottish Government 

Sponsor Unit 
• Results of financial assessments and 

projections 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Feedback from Scottish Government. 
• Financial plans and strategies. 
• Quarterly and monthly financial reports. 
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Risk Profile Card        Risk No: R001 

 
Existing controls or other actions to manage 
risk 
• An agreed finance plan is to be 

presented to Agency Board each year. 
• Revised Charging Schemes are in place; 
• Timely internal monitoring of income and 

expenditure and periodic review with 
Scottish Government Sponsor Unit; 

• Corporate Plan is reviewed midway 
through e.g. mid 2014; 

• Annual Operating Plans translate 
Corporate Plan into prioritised and 
resourced activities; 

• Delivery of annual efficiency savings to 
target; 

• Organisational Design plans for a range 
of cash releases beyond March 2106. 

Additional controls needed to manage this 
risk 
 
Establish the cash release target of 2016-
2017 and plans to meet the target. 
 

Initial risk assessment 
 

Li
ke

lih
oo

d 

5      
4      
3    12  
2      
1      
 1 2 3 4 5 

Impact 

Target risk assessment 
 

Li
ke

lih
oo

d 

5      
4      
3      
2  4    
1      
 1 2 3 4 5 

Impact 

Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate   
Treat x  
Transfer   
Terminate   
Take the opportunity   

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
James Curran 
 
Date decision taken     28 January 2014 

Overall target date to reduce this risk to the target level    1 April 2016 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 

 Action Action owner Delivery date 
1 Finalise the cash release target for 2016-2017 

target as early as possible  
Agency 
Management 
Team (AMT) 
through CEO 

30 May 2014 

2 Plan to meet the cash release target for 2016-
2017 through the Change Programme and 
Organisational Design project an annual 
efficiency savings. 

AMT through 
CEO 

30 May 2015 

3 Continue to meet annual efficiency targets over 
next two years. 

AMT through 
CEO 

30 March 2016 
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Risk Profile Card        Risk No: R002 

 
Objective   To deliver transformational 

change in SEPA 
Source of objective - AOP 

Risk   SEPA does not deliver Change  Date risk identified     Feb 2011 

Risk owner    Calum MacDonald Date risk profile card last reviewed  20 May 
2014 

How would this risk happen?   
 
• Ineffective management of change in 

SEPA 
• Lack of effective engagement with 

Scottish Government 
• Ineffective management of 

implementation of new regulations 
• Lack of engagement with managers and 

staff regarding changes to systems, 
processes and organisational structures. 

• Divergent goals and/or unclear 
outcomes and objectives in SEPA. 

• Insufficient investment by SEPA in time 
and resources to delivery of change. 

 

What would the potential outcome be? 
 
• Damage to reputation 
• Failure to deliver Scottish government 

policy 
• Failure to meet stakeholder needs/ 

expectations 
• Best Value will not be achieved 
• Staff morale will be damaged 
• Failure to future proof SEPA to face up 

to environmental challenges 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Entries in programme risk and issues 

logs 
• Monthly reports to programme board 
• Staff feedback 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Standing review of risk and issues 

reports at each programme board 
 

Existing controls or other actions to manage 
risk 

 
• Change programme initiated and 

managed using MSP (managing 
successful programmes) approach. 

• Staff seconded to work directly with 
Scottish Government 

• Management of relationships – 
communications plans being put in place 

• Programme governing board comprises 
all members of Agency Management 
Team 

• A delivery board has been established 
comprised of senior managers 

• Staff are seconded internally to work on 
implementation of the change 
programme.  

 
 

Additional controls needed to manage this 
risk 
 
n/a at present 



  SEPA 23/14 
 

Page 11 of 38 

Risk Profile Card        Risk No: R002 

 
Initial risk assessment 

 
Li

ke
lih

oo
d 

5      
4    16  
3      
2      
1      
 1 2 3 4 5 

Impact 

Target risk assessment 
 

Li
ke

lih
oo

d 

5      
4      
3      
2  4    
1      
 1 2 3 4 5 

Impact 

Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Agency Management Team as programme 
board 
 
Date decision taken        September 2013 

Overall target date to reduce this risk to the target level    mid 2015 
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Risk Profile Card        Risk No: R002 

 
Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Communication and Engagement: 

Implementation of an internal communications 
and engagement plan and continued 
engagement with internal staff and external 
stakeholders throughout the life of the 
programme 

Wendy 
Thornton 

Ongoing 
throughout the 
programme - 
progress to be 
reported and 
reviewed by 
Delivery Board 
monthly. 

2 Project Initiation 
Initiate projects to make the changes agreed by 
the Governing Board (Agency Management 
Team) following the Managing Successful 
Programmes framework. 
 

Craig 
Buchanan 

 Ongoing 
throughout the 
programme e.g. 
Evidence and 
Analysis – 
business case 
being presented 
for approval on 
6th June 

3 Implementation of new legislation and 
charging scheme 
The programme will manage the design and 
implementation of new legislation, statutory 
purpose and a charging scheme for SEPA. 
SEPA is working on a timetable with Scottish 
Government which will be created by the end of 
June. Milestones arising from that will be used 
to assess progress 

Jo Green/ 
Martin 
Marsden 

 Ongoing 
throughout the 
programme 
 
Next review – 
June 2014 
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Risk Profile Card          Risk No: R003 

 
Objective – To ensure the secure handling of 

SEPA’s business systems, data and 
information. 

Source of objective – Cabinet Office Security 
Policy Framework 

Risk:  Security procedures are not followed 
and data is mishandled 

Date risk identified: June 2013  
 

Risk owner   Bill Lyons Date risk profile card last reviewed: 14 May 
2014 

How would this risk happen? 
 
• The requirements of the new 

Government Security Classification 
Policy issued on 2nd April, 2014 are not 
fully implemented; 

• SEPA doesn’t consistently protect data 
in compliance with Government 
standards and policies. 

• SEPA’s processes, procedures and 
training are insufficiently understood by 
staff  

• Some of SEPA’s IT systems and 
management processes may fail to meet 
the UK Government’s requirements for 
holding, handling and accessing 
classified material 

• Inconsistency amongst differing 
government departments and public 
bodies  in relation to the implementation 
of the new government security 
classification scheme so requiring SEPA 
systems and processes to accommodate 
both the old and new protective marking 
schemes in the interim. 

What would the potential outcome be? 
 
• Unauthorised access to Information 

Services systems/data resulting in 
undermining of the confidentiality, 
integrity and availability of SEPA data, 
with consequential damage to business 
functionality, reputation and output 
including the potential for substantial 
reparation costs. 

 
 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Staff reporting incident through Security 

Incident Log 
• Analysis on Incident log data 
• Anecdotal reporting 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
Security Incident Briefings 
Training sessions 
Audit reports 
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Risk Profile Card          Risk No: R003 

 
Existing controls or other actions to manage 
risk 
 
• Training (e-learning package);  
• Instructions and guidance in procedures 

(e.g. Securing or Environment procedure 
which is being reviewed and due to be re-
issued by July 2014); 

• Appraisal target re Security 
• Accreditations e.g. RMADs (Risk 

Management Accreditation Document 
Sets) 

• Security Incident Log 
• Periodic penetration tests 
• Audits 
 
 

Additional controls needed to manage this 
risk 
 
Changes are needed due to the introduction 
on 2nd April, 2014 of the new government 
security classification scheme 
• New training package  
• Revised security process  
• Briefings and communications  

Initial risk assessment 
 

Li
ke

lih
oo

d 

5      
4    16  
3      
2      
1      
 1 2 3 4 5 

Impact 

Target risk assessment  
 

Li
ke

lih
oo

d 

5      
4      
3      
2   6   
1      
 1 2 3 4 5 

Impact 

Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Bill Lyons 
 
Date decision taken 
 
29 April, 2014. 
 

Overall target date to reduce this risk to the target level     31 March 2015 
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Risk Profile Card          Risk No: R003 

 
Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Develop revised security process to respond to 

changes required due to the new government 
protective marking scheme 

Bill Lyons 31 December, 
2014. 

2 All process and procedures required by the 
Security Policy Framework to be implemented 
and appropriate staff trained  

Bill Lyons 31 March 2015 

3 Arrange training, briefings and communications 
following the new government protective 
marking scheme 

Bill Lyons 31 March 2015 
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Risk Profile Card        Risk No: R005 

 
Objective: SEPA is a high performance 

organisation 
Source of objective – Corporate Plan  

Risk   Potential opportunities to maintain and 
improve effectiveness and efficiency 
will be missed if a robust Estates 
Strategy is not developed and 
managed. 

Date risk identified:  January 2014 

Risk owner    Robin Andrews Date risk profile card last reviewed: 16 May 
2014 

How would this risk happen? 
 
• A comprehensive Estates Strategy is not 

developed in 2014-2015 to follow on from 
the previous five year strategy. 

• Insufficient forward planning in SEPA 
• Sufficient funding is not available to fully 

implement a new strategy 
• Lack of engagement with staff 
• Stirling replacement project is not well 

delivered 

What would the potential outcome be? 
 
• SEPA would be unable to maintain a fit-

for-purpose estate which meets current 
and future  business requirements; 

• Increasing maintenance and repair costs 
in older buildings; 

• Missed opportunities to explore and 
implement synergies with other public 
bodies; 

• Decreasing staff satisfaction with office 
environment; 

• SEPA would not be following current 
Scottish Government recommendations 
to maximise effectiveness and efficiency 
of the estate footprint; 

• Restrict ability to substantially reduce 
SEPA’s carbon footprint 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Estates Strategy development 

programme is not being met 
• Stirling Project programme and cost 

overruns 
 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
Regular reports to Agency Management 
Team 

Existing controls or other actions to manage 
risk 
 
• Estates Strategy Board convened on 13 

May 2014 to develop a new Estates 
Strategy; 

• Estates Plan for 2014-2015, focussed 
primarily on the Stirling Relocation 
Project, is established and has started to 
be implemented.  

 

Additional controls needed to manage this 
risk 
 
• Reporting arrangements for monitoring 

progress against new Estates Strategy 
has to be developed. 
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Risk Profile Card        Risk No: R005 

 
Initial risk assessment 

 
Li

ke
lih

oo
d 

5      
4      
3    12  
2      
1      
 1 2 3 4 5 

Impact 

Target risk assessment 
 

Li
ke

lih
oo

d 

5      
4      
3      
2      
1    4  
 1 2 3 4 5 

Impact 

Risk proximity at initial assessment: (1) 0-3 months 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Estates Strategy Development Board 
 
Date decision taken    13 May 2014 

Overall target date to reduce this risk to the target level    31 March 2015 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Complete Stirling Office relocation R Andrews 31/12/14 
2 Complete a draft Estates Strategy and related 

delivery and reporting programme  
R Andrews 30/06/14 

3 Agree new Estates Strategy with Agency 
Management Team and Agency Board 

R Andrews 31/03/15 
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Risk Profile Card        Risk No: R006 

 
Objective – To fully deliver the outcomes in 

the Corporate Plan 
Source of objective - Corporate Plan 

Risk   Deteriorating view of SEPA’s 
competence by members of Scottish 
Government and other major stakeholders  
 
 

Date risk identified  - January 2014 

Risk owner    James Curran Date risk profile card last reviewed: 12 May 
2014 

How would this risk happen? 
 
• SEPA fails to deliver specific  

responsibilities 
• SEPA fails to communicate our delivery 

of outputs. 
• SEPA fails to meet agreed timescales. 
• SEPA fails to timeously and effectively 

correct mistaken impressions of SEPA’s 
work. 

What would the potential outcome be? 
 
• Imposed changes to SEPA’s statutory 

foundation or financial support and 
governance. 

• Questioning of SEPA’s ability to deliver 
transformational change 

• Decline in trusting SEPA to take flexible 
approach to regulation. 

• Undermining of staff commitment to 
deliver change. 

• Loss of reputation. 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Increasing numbers of negative media 

comments, OMEs. FOI enquiries and 
complaints; 

• Feedback from Ministerial meetings; 
• Feedback from Lead Contacts; 
• Changes to press and media profile; 
• Surveys of MSPs; 
• Regular ministerial meetings; 
• Feedback from Board engagement. 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Communications summary in quarterly 

Board Report  
• Monthly and quarterly performance 

reports 
• Audit and risk management reports 
• Complaints and compliments registers 
• Press cutting reports 
•  

Existing controls or other actions to manage 
risk 
 
• Ongoing work with Scottish Government 

and partners 
• Management of programmes and 

projects through PMO. 
• Analysis and monitoring of performance 

reports including reviews such as 
SEPAStat 

• Planning and running a targeted audit 
programme. 

Additional controls needed to manage this 
risk 
 
• Implement Change Programme and 

People Strategy; 
• Re-built relationships with COSLA and 

Local Authorities; 
• Strengthened process for gathering 

positive stories for input to media; 
• Consider using Lead Contacts more 

strategically. 
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Risk Profile Card        Risk No: R006 

 
Initial risk assessment 

 
Li

ke
lih

oo
d 

5      
4    16  
3      
2      
1      
 1 2 3 4 5 

Impact 

Target risk assessment 
 

Li
ke

lih
oo

d 

5      
4      
3      
2    8  
1      
 1 2 3 4 5 

Impact 

Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
James Curran 
 
Date decision taken    20 January 2014 

Overall target date to reduce this risk to the target level      31/03/17 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Strengthen SEPA’s liaison with Local 

Authorities – initially through current contacts 
with COSLA 

Chairman and 
CEO 

30 June 2014 

2 Develop a more pro-active media contact 
process as part of Communications strategy 

Allan Reid 30 March 2015 

3 Embed best practice in environmental 
management through the Change Programme 
Action Plan 

Craig 
Buchanan 

30 March 2017 
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Risk Profile Card       Risk No: R007 

 
Objective – To ensure that landfill and other 

waste sites have adequate financial 
provision in place. 

Source of objective - AOP 

Risk     Waste operators do not have 
sufficient financial provision in place 
to cover the costs of site clean-up or 
aftercare in the event of company 
failure. 

Date risk identified  July 2012 

Risk owner    John Kenny Date risk profile card last reviewed: 24 April 
2014 

How would this risk happen? 
 
• The current arrangements for 

demonstrating and maintaining financial 
provision are inadequate. 

• The waste management sector is in 
transition to a new resource recovery 
model which is more exposed to 
commodity price fluctuations and 
revenue fluctuations. The risk of 
company failure or site abandonment 
increases commensurately. If markets 
collapse, landfill is unaffordable for 
operators on the margins of economic 
sustainability. 

• Reductions in the quantity of waste 
going to landfill, together with  year on 
year increases in costs of sending 
material to landfill, also mean reducing 
revenues for landfill operators (both in 
terms of gates fees and future gas yield). 
It will become increasingly difficult for 
landfill operators to bear the future 
burden of landfill aftercare. It may even 
be the cause of landfill business failure. 
Sites may also operate longer. 

• Legislative change is in course which 
requires that by Jan 2021 no 
biodegradable material may be sent to 
landfill. Also This will further reduce 
operators’ income potential. 

 

What would the potential outcome be? 
 
• Financial impact: Potentially 

catastrophic - >£500K- several million 
per site. The outcome could be that that 
public funds, perhaps SEPA funds, 
would need to be used to deal with site 
clearance and clean-up. 

• Reputational impact – Potentially major . 
Will certainly attract local media 
attention and could attract national 
media attention, particularly if tax payers 
are left with clean up bills. SEPA’s 
reputation as a competent regulator 
could be undermined. Potential for 
MPs/MSPs to seek public enquiries. 

• Legal impact: - likely to be moderate. 
There could be a breach of EU landfill 
regulation, as SEPA are required to 
ensure adequate financial provision is in 
place for landfills.  

• Legal action from stakeholders, 
including locals affected by resulting 
environmental damage is also possible if 
responsibility was attributed to SEPA. 

• Operational impact: potentially major.  
Significant financial and human 
resources would be required to ensure 
adequate aftercare of any abandoned 
sites, which could be both an immediate 
high impact, and a long term low impact 
issue. This would constrain SEPA’s 
ability to finance and resource its 
corporate commitments. 

• Environmental impact – potentially 
major. Significant issues if sites are 
abandoned and left unmanaged and not 
maintained. 
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Risk Profile Card       Risk No: R007 

 
What early warning indicators would let us 
know the risk was likely to happen? 
 

See Risk Modelling suggested below as 
an additional control.. 

• Intelligence / complaints from 
operators/public 

• Information from inspections / audits 
• Monitoring of SEPA subsistence fee 

accounts 
 
 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
This is an area which may be improved. 
• At a local level managers may be 

receiving information from inspections 
and audits and intelligence (e.g. 
operators accepting cash only 
payments). 

• Managers may also be receiving debtors 
information from SEPA Finance on 
unpaid subsistence fees. 

• The establishment of a local group of 
dedicated financial provision inspectors 
would improve information gathering and 
dissemination.  

Existing controls or other actions to manage 
risk 
 
• Managing the risk in the current financial 

provision system. Establish a 
mechanism to use existing information 
and intelligence to identify sites at high 
risk and quantify the potential 
environmental/health and financial 
liabilities. Report findings to Risk 
Management Group, including 
recommendations for any immediate risk 
reduction strategy/ies. 

• Improve financial provision to 
substantially reduce the risk. Explore 
and plan the implementation of a more 
robust financial provision system to 
enable SEPA to substantially reduce and 
manage the risk. 

• Start to tackle under funding by 
amending financial provisions in place. 
Difficult to apply to existing sites as no 
legal support and no process to revise. 
Even if increases can be applied there is 
a possibility that sites will be unable to 
pay and be forced out of business. 

Additional controls needed to manage this 
risk 
 
• Regulation of sites.  Regions to allocate 

specific officers to lead on checks that 
funding is being set aside by operators 
as required. Increased knowledge of 
operators allows better risk assessment 
of sites. 

• Risk modelling – As already done for 
illegal sites, develop models for 
assessing failing sites and a suite of 
indicators which could be used by 
officers to alert them to increasing risk; 
e.g. sites operating on cash basis only, 
not paying bills, reducing maintenance, 
etc. 
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Risk Profile Card       Risk No: R007 

 
Initial risk assessment 
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Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 
 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Operations Management Team 
 
Date decision taken    December 2013 

Overall target date to reduce this risk to the target level -  Feb 2017 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Implement the action plan agreed in January 

2013  
Willie Wilson September 2014 

2 Engage with Scottish Government to ensure 
effective information exchange and shared 
message to operators and media. 

Willie Wilson / 
Chris Dailly 

On-going to Feb 
2017 

3. Establish working group of officers from each 
Region to lead on the assessment of funding 
levels actually being built up by operators. 

Adrian Bond September 2014 

 

 



  SEPA 23/14 
 

Page 23 of 38 

 
 
Risk Profile Card        Risk No: R008 

 
Objective – To ensure that business 

continuity arrangements are in place 
and exercised across SEPA 

Source of objective – Cabinet Office Security 
Policy Framework and the Civil 
Contingencies Act. 

Risk  - Loss of continuity of service across all 
or parts of SEPA; 

 

Date risk identified  July 2013 

Risk owner    Bill Lyons Date risk profile card last reviewed: 14 May 
2014 

How would this risk happen? 
 
• We have no written and complete 

Business Continuity plans in place to 
facilitate recovery from business 
interruption in main business functions 
e.g. Hydrology and Information Services 
and some offices. 

• Plans, where they exist, have not been 
exercised. 

• Staff have not been trained in their 
actions in respect of their plan. 

• Some plan owners do not acknowledge 
the business benefits of having such 
plans and as a result some are not fully 
bought into the Business Continuity 
process. 

• Poor engagement of staff with Business 
Continuity Planning process 

 

What would the potential outcome be? 
 
• Inability to deliver core business 

services e.g. hydrology and Information 
Services following an interruption of 
service as business continuity 
management plans are either 
incomplete or have not been drafted 

•  undertake day to day business at a 
limited number of large offices 

• Potential financial risk 
• Damage to reputation 
• Not complying with statutory 

requirements (Registry) – loss of 
essential records 

• Not compliant with the requirements of 
the Security Policy Framework or the 
Civil Contingencies Act 

What early warning indicators would let us 
know the risk was likely to happen? 

 
• Audits and checks 
• Engagement with managers 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Reports, Risk registers 
• Contact from risk owner 

Existing controls or other actions to manage 
risk 
 
• Complete the development and delivery 

of fully documented business plans and 
management processes including training 
and exercising. 

Additional controls needed to manage this 
risk 
 
• There is a need for senior management 

support to deliver the necessary controls. 
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Risk Profile Card        Risk No: R008 

 
Initial risk assessment 
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Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Bill Lyons 
 
Date decision taken    31 December 2014 

Overall target date to reduce this risk to the target level    31 December 2014 

Proposed improvement actions (focus on three key action items) 
 

 Action Action owner Delivery date 
1 Assess progress to ensure completion of 

business continuity plans for Information 
Services (Peter Birrell), Hydrology (Richard 
Brown) and Stirling offices (Robin Andrews)  

Bill Lyons with 
plan owners 

31 December 
2014 

2 Ensure that managers responsible for all 
Business Continuity plans train staff in plans 
relative to their location in line with the 
requirements of each plan. 

Senior officers 
for each office 
or function 

31 December 
2014 

3 Ensure that managers responsible for all 
Business Continuity plans exercise their plan in 
line with the requirements of each plan. 

Bill Lyons and 
plan owners 

31 December 
2014 
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Risk Profile Card        Risk No: R011 

 
Objective: Consistent charging and delivery 

model for the supply and 
procurement of  data to/from external 
parties. 

Source of objective - Linked to entry in 
Information Management Business Plan and 
IMSG Project 1415.40 

Risk -   There continues to be no effective 
and consistent governance and 
delivery model for data which is 
supplied to, or shared with, external 
bodies; and which is supplied to or 
procured for SEPA. 

Date risk identified - Sept 2013 

Risk owner -  David Logan Date risk profile card last reviewed: 23 April 
2014 

How would this risk happen? 
 
• Lack of clear ownership of the issue.   
• Activity is split between a number of 

teams and portfolios.   
• No strategic overview which then informs 

governance and delivery model and 
resultant processes. 

• There is an absence of clear verification 
processes for data used internally or 
shared externally. 

. 

What would the potential outcome be? 
 
• Data may be supplied to external parties 

or procured for SEPA use without due 
consideration of Intellectual Property 
Rights (IPR) rights and potential breach 
of legislation e.g. Data Protection Act. 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Resource shortfalls identified in IM 2014-

15 Business Plan is not ameliorated.  
 
• Information Management Strategy Group 

project is not launched or Data 
Governance workstream does not 
progress in Q1 and 2 of 2014-15. 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
n/a 

Existing controls or other actions to manage 
risk 
 
• Reactive checks upon receipt of request. 

(Drafting of agreements for data sharing 
continues to be reactive and ad hoc.) 

Additional controls needed to manage this 
risk 
 
• Strategic review to lead to newly defined 

controls and processes 
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Risk Profile Card        Risk No: R011 

 
Initial risk assessment 
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Target risk assessment   
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Risk proximity at initial assessment: (1) 0-3 months 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Agency Management Team approval of 
IMSG proposals 
 
Date decision taken  - 7 April 2014 

Overall target date to reduce this risk to the target level –  Dependent on project timescales of 
Information Management Strategy project 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Establish Information Management Strategy 

Project IMSG Ref 1415.40  
David Pirie 8 May 2014 - 

done 
2 Project Control Board to meet Erik 

MacEachern 
8 May 2014 - 
done 

3 Products and deliverables as defined in 
Project Brief are identified, delivery of these is 
underway. 

Erik 
MacEachern 

Dependent on 
project timescales 
of Information 
Management 
Strategy project 
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Risk Profile Card        Risk No: R012 

 
Objective – SEPA is a high performing 

organisation 
Source of objective – AOP - Ensuring 

governance through compliance 

Risk -   Failure to comply with environmental 
and business legislation applicable to 
SEPA 

Date risk identified  Nov 2011 

Risk owner -    Allan Reid Date risk profile card last reviewed: 28 April 
2014 

How would this risk happen? 
 
The lack of systematic tracking of the 
legislation with which SEPA must comply, 
both environmental and business related, and 
insufficient monitoring of our level of 
compliance. 

What would the potential outcome be? 
 
• Potential legal action 
• Damage to Reputation 
• Financial e.g. Fines by another regulator 

or commissioner 
• Health & Safety – penalty under the 

Health & Safety at Work Act 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Complaints 
• Freedom of Information / Environmental 

Information requests 
• Audit reports – from audits of register and 

arising from other audits in business 
areas 

• Grievances and tribunals  

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Early discussions with key personnel to 

assess content of register and level of 
compliance 

Existing controls or other actions to manage 
risk 
 
• Periodic audit of existing environmental 

legal register 
• Periodic audit of specific governance / 

business areas.  
• Knowledge and experience of key staff 
• Horizon scanning process 
 

Additional controls needed to manage this 
risk 
 
• Completion of an appropriate legal 

register 
• Agreement to an overarching mechanism 

/ process to ensure requirements are 
captured  in register, owned, monitored 
and managed  

Initial risk assessment 
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Risk proximity at initial assessment: (4) 9 months + 
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Risk Profile Card        Risk No: R012 

 
Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Risk Management Group 
 
Date decision taken   20/09/13 

Overall target date to reduce this risk to the target level   March 2015 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Establish a full register including review of the 

existing environmental register and  
Corporate 
Solicitor 

End Aug 2014 

2 Assign responsibilities and develop a 
mechanism to monitor the register 

Corporate 
Solicitor 

End Dec 2014 

3 Develop and initiate a plan to promote and 
implement the use of the Register 

Corporate 
Solicitor 

End March 2015 
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Risk Profile Card        Risk No: R014 

 
Objective – To ensure that SEPA’s website 

presents material that meets the 
needs of the business and 
stakeholders. 

Source of objective – Communications 
Business Plan 

Risk -   The content of the SEPA Website 
remains out of date or inaccurate 

Date risk identified  July 2013 

Risk owner    Mark Wells Date risk profile card last reviewed: 29 April 
2014 

How would this risk happen? 
 
The business doesn't engage, or find the time 
to contribute to the development of content 
for a new site. 

What would the potential outcome be? 
 
The business won't have a new site, and/or 
risks associated with current site will persist 
viz.: the new website will remain out of date 
and inaccurate, and navigation through the 
website will remain difficult for users.  

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Users advise that published material is 

missing, incorrect or out of date; 
• Project team identifies errors in 

functionality or content.. 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Information in management cascade to 

all managers and through them to staff; 
• Project team are meeting Portfolio 

Management team members with 
information 

• Mark Wells to update Agency 
Management Team. 

Existing controls or other actions to manage 
risk 
 
• The project to design and populate a new 

SEPA web site is now under way; 
• Ownership (previously unclear) now 

assigned to Mark Wells; 
• Editing will be controlled by a Web 

Group; 
• Business critical updates are still being 

made to current site. 
 

Additional controls needed to manage this 
risk 
 
N/a at present 
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Risk Profile Card        Risk No: R014 

 
Initial risk assessment 
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Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Mark Wells 
 
Date decision taken    early 2012 

Overall target date to reduce this risk to the target level  30 Sept 2014 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Outline design to be completed Mark Wells 31/03/14 
2 Infrastructure for new website to be completed Scott Leslie 30/05/14 
3 Detailed content to be submitted by users and 

upload of new material to be completed 
Mark Wells 30/09/14 
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Risk Profile Card        Risk No: R015 

 
Objective – To meet the terms of the Flood 

Risk Management Act including 
statutory requirements and 
deadlines. 

Source of objective – Scotland’s environment 
is protected and improving 

Risk   SEPA is unable to meet statutory 
requirements and deadlines in 
respect of the production of 14 x 
Flood Risk Management Strategies 
by December 2015.   

Date risk identified  Oct 2013 

Risk owner    David Pirie Date risk profile card last reviewed: 9 April 
2014. 

How would this risk happen? 
 
• Delays in finalisation of the flood hazard 

outputs and appraisal baseline provision 
to the strategic appraisal consultants.   

• Further delays due to technical issues 
with the external strategic appraisal 
contractors . 

• Failure to meet deadline for completion of 
consultation - by 22 December 2014. 

• Lack of, or loss of engagement / buy in 
with partners (viz. Local Authorities, 
Scottish Water and National Parks) 

• This is the first time SEPA has 
implemented the consultation 
methodology being employed.  

• SEPA is unable to provide an acceptable 
level of content for SEPA’s consultation 
on the draft Flood Risk Management 
Strategies in 2014 (fail to meet statutory 
consultation requirements)  

• Partners challenge the quality of the 
SEPA outputs.  

• Partners challenge SEPA’s leadership 
and oversight role in the implementation 
of the Flood Risk Management Act. 

What would the potential outcome be? 
 
• Delays in the strategic appraisal 

contracts which will deliver critical 
outputs under-pinning the content of the 
consultation draft Flood Risk 
Management Strategies.  

• Budgetary implications from delays in 
the strategic appraisal contracts which 
are being managed through programme 
level issue 209. 

• Residual risk of legal challenge if 
consultees consider that they are not 
fully consulted as defined in the Flood 
Risk Management Act.  

• If not managed there is a residual risk 
that SEPA will not meet statutory and 
EU deadlines (publication of the Flood 
Risk Management plans by 22/12/15).  
This could lead to infraction 
proceedings. 

• Reputational damage especially with 
Local Authorities and Ministers.  

• Local Authorities will not be able to meet 
their own statutory deadlines to consult 
on the local Flood Risk Management 
plans. 
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Risk Profile Card        Risk No: R015 

 
What early warning indicators would let us 
know the risk was likely to happen? 
 
• Further slippage on strategic appraisal 

contracts 
• Disengagement of partners with the 

process. 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
• Monthly project reports to Senior 

Responsible Officer and Programme 
Board 

• Monthly Programme Management Office 
digest report to Agency Management 
Team 

• Monthly meeting with senior managers 
on the programme 

• Quarterly performance report to Agency 
Board 

• Periodic direct updates to Chief 
Executive 

Existing controls or other actions to manage 
risk 
 
Project reports and milestones 
 

Additional controls needed to manage this 
risk 
 
N/a at present 

Initial risk assessment  
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Target risk assessment  
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Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months + 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Programme Board 
 
Date decision taken   29 January 2014 

Overall target date to reduce this risk to the target level   22 December 2014 
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Risk Profile Card        Risk No: R015 

 
Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Submit paper with proposals for recommended 

option for remedial action in respect of 
consultation process (phased consultation) to 
Agency Management Team. 

David Pirie 25 Feb 2014 - 
Done 

2 Programme team to progress actions towards 
implementation of recommended consultation 
option 

Les Watson 28 Feb 2014 – 
now in course 
see update 

3 Ongoing work with partners to maintain 
engagement and buy-in 

Les Watson Ongoing 
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Risk Profile Card        Risk No: R016 

 
Objective:  Scotland’s environment is 

protected and improving 
 

Source of objective – SEPA Outcome 

Risk   SEPA is required to undertake works to 
make safe sites which present a 
serious and immediate risk to the 
environment or human health.. This 
may involve sites where a 
responsible person cannot be found 
or where the responsible person is 
not in the opinion of SEPA capable of 
expediting these works within a 
suitable timescale 

Date risk identified  Dec 2013 

Risk owner    Calum MacDonald Date risk profile card last reviewed: 23 April 
2014 

How would this risk happen? 
 
• Sites either with or without a licence or 

authorisation are allowed to degenerate 
into a state where they pose a serious 
and immediate risk to the environment 
necessitating that SEPA undertake works 
to resolve this. 

What would the potential outcome be? 
 
• As SEPA is not  resourced or qualified to 

take direct maintenance or remedial 
action and as such this  work will need to 
be contracted out. 

 
• SEPA may suffer reputational damage or 

negative media coverage either in terms 
of being perceived not to have done 
enough to avoid the situation occurring, 
or by not being seen to take effective 
mitigation, remedial or enforcement 
action – even if not strictly within SEPA’s 
remit to do so. 
 

What early warning indicators would let us 
know the risk was likely to happen? 
 
• Information is received from third parties 

through environmental complaints or 
through planned or ‘ad hoc’ intelligence 
gathering  
 

What information are managers receiving to 
let them know how well risk is being 
managed? 
 
N/A 
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Risk Profile Card        Risk No: R016 

 
Existing controls or other actions to manage 
risk 
 

Sites are identified through inspections or 
environmental complaints  

Additional controls needed to manage this 
risk 
 

Develop procedures  to risk assess 
known potentially problematic sites or 
sectors (e.g. waste tyre recyclers) with a 
view to developing early warning 
systems. 
Organisation of emergency contract 
arrangements that would be capable of 
responding to emergency situations 
requiring immediate remedial action  

Initial risk assessment 
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Target risk assessment 
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Risk proximity at initial assessment:(1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months+ 

Action to be taken 
 

Tolerate  
Treat X 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to be 
taken (programme board / management 
team) 
 
Operations Management Team. 
 
Date decision taken    December 2013  

Overall target date to reduce this risk to the target level - not yet defined 

Proposed improvement actions to put additional controls in place (focus on three key action 
items) 
 

 Action Action owner Delivery date 
1 Maintain vigilance during inspections and 

investigations of environmental incidents and 
complaints 

Kenny Boag Ongoing 

2 Develop corporate procedures to deal with 
emergencies  where SEPA is required to take 
action to resolve situations which present 
immediate and serious risk to the environment 
and human health 

Kenny Boag in 
conjunction 
with Head of 
Procurement 

End June 2014 

3 Engage with Scottish Government to ensure 
effective information exchange and shared 
message to operators and media. 

Kenny Boag in 
conjunction 
with Waste 
team (ref risk 
R007) 

Ongoing to Feb 
2017 

 

 



  SEPA 23/14 
 

Page 36 of 38 

 
 
Risk Profile Card        Risk No: R018 

 

Objective: SEPA will meet statutory 
monitoring, compliance and 
reporting obligations 

Source of objective: Statutory 
requirement 

Risk   The UK is found by the EU to have 
failed to comply with the Urban 
Wastewater Treatment Directive 
due to shortfalls in SEPA’s 
performance. 

Date risk identified  - October 2013 and 
raised with Agency Management Team 
for inclusion in corporate Risk Register in 
January 2014 

Risk owner    Calum McPhail Date risk profile card last reviewed: 23 
April 2014 

How would this risk happen? 
 
• If the defence submitted to the EU by 

DEFRA in response to the existing 
reporting failure does not succeed. 

• SEPA is unable to support the 
defence by demonstrating 
compliance for the 2014 assessment 
and beyond. 

What would the potential outcome be? 
 
• Reputational loss 
• Financial penalty for Scottish 

Government with potential 
implications for SEPA 

• A review of responsibility for ensuring 
compliance with the Urban 
Wastewater Treatment Directive. 

What early warning indicators would let 
us know the risk was likely to happen? 
 
• Reports from DEFRA via Scottish 

Government on the progress of the 
current case. 

 

What information are managers receiving 
to let them know how well risk is being 
managed? 
 
• An oversight board with a range of 

senior science and operational staff.  
• Robust performance reports on a 

monthly basis escalated to Portfolio 
and Agency Management Teams  

• Periodic review of total sampling 
report to S&S MT for Wastewater 
compliance and reporting. 

Existing controls or other actions to 
manage risk 
 
• Maximise effort to ensure 2014 

results are compliant 
  

Additional controls needed to manage 
this risk 
 
• Review by Agency Management 

Team of monthly reports against a 
new corporate KPI for Wastewater 
sampling and reporting 

• Monitor communication with Scottish 
Government and Scottish Water to 
ensure that it is effective. 
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Risk Profile Card        Risk No: R018 

 
Initial risk assessment 
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Impact 

Target risk assessment 
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Impact 

Risk proximity at initial assessment: (1) 0-3 months; (2) 4-6 months; (3) 7-9 months; (4) 9 months 
+ 

Action to be taken 
 
Tolerate  
Treat x 
Transfer  
Terminate  
Take the opportunity  

 

Name of body / person deciding action to 
be taken (programme board / 
management team) 
 
Agency Management Team 
 
Date decision taken    23 January 2014 

Overall target date to reduce this risk to the target level:  22 December 2015. 

Proposed improvement actions (focus on three key action items) 
 
 Action Action owner Delivery date 
1 Deliver Action Plan agreed by Agency 

Management Team on 23 Jan 2014 
Calum 
McPhail 

30 June 2014 

2 Ensure communication is maintained with 
Scottish Government to reassure then that 
action is being taken to achieve 100% 
measure in 2014 report.  

David Pirie Ongoing 
 
 

3 Ensure communication is maintained with 
Scottish Water to review data and share 
issues with sampling to ensure no failure 
against targets. 

Jennifer 
Leonard 

30 June 2014  
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Annex 3 – Risk scoring matrix 
 

Likelihood 

Highly likely 
(5) 5 10 15 20 25 

Probable 
(4) 4 8 12 16 20 

Occasional 
(3) 3 6 9 12 15 

Unlikely 
 (2) 2 4 6 8 10 

Rare 
(1) 1 2 3 4 5 

 Negligible 
(1) 

Minor 
(2) 

Serious 
(3) 

Major 
(4) 

Catastrophic 
(5) 

 Impact 

Likelihood (vertical axis) 
Score Likelihood Description 

5 Highly likely Almost certain to occur.   Several times a year 
4 Probable Will probably occur.      Once a year 
3 Occasional Might occur.       Once every 3-5 years 
2 Unlikely Not expect to occur      Once every 5-10 years 
1 Rare May occur in exceptional circumstances.        Less than once every 10 years 

Impact (horizontal) 
Score Impact Description (the risk should be likely to have any of the impacts described in each box.  It does not need to meet all the criteria in the box.) 

1 Negligible Less than £25,000 loss; 
Negative feedback 
Minor systems or operational impact that can be remedied quickly and locally. 

2 Minor Between £25,000 and £100,000; 
Negative local media coverage leading to some loss of reputation; 
Some impact on systems / operations impacting small area of our business; 
Minor legal infringement; 
First aid treatment required. 

3 Serious Between £100,000 and £250,000 loss; 
Substantive negative local media coverage or Scottish media coverage leading to moderate loss of reputation; 
Degrades operational capability of part of SEPA; 
Single essential system failure / loss / damage; 
Threat of legal action; 
Medical treatment required. 

4 Major £250,000 to £500,000 loss; 
Short-term national negative media coverage leading to major loss of reputation; 
Operational impact significantly degrades capabilities of several parts of SEPA to carry out functions; 
Major systems failure / loss / damage; 
Probable court action including fines; 
Hospitalisation 

5 Catastrophic Greater than £500,000 loss; 
National media coverage leading to substantial loss of reputation; 
Severe disruption to SEPA with loss of ability to carry out major functions; 
Loss of all or many systems; 
Breach of regulation which will result in court action, including fine; 
Loss of life 

 
 


