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Summary: 
 
 

An  action was raised in the Board Report Number:-SEPA 03/11-
Action Note 319 for:- 
 
"An annual report to be provided to the Audit Committee to 
demonstrate the governance of the process of authorisation of the 
acquisition and disclosure of communications data under Regulation 
of Investigatory Powers Act 2000 (RIPA)- Due Date-13/3/2012". 
 

Risks: SEPA not currently acquiring communications data which could 
potentially prove beneficial in certain cases. 
 

Financial 
Implications: 

None at the moment.  Dependent on what comes from the Home 
Office review.   
 

Staffing 
Implications: 
 

None at the moment.  Dependent on what comes from the Home 
Office review.   

Environmental and 
Carbon Impact: 
 

Not applicable 

Purpose of the 
report: 
 

For approval  
 

Report Author: 
 

Calum MacDonald , Executive Director  

Appendices: Appendix 1 - SEPA 03-11 - Regulation of Investigatory Powers 
Act.doc (original paper from February 2011) 
Appendix 2 – AUC 05/12 - Audit Committee paper (from 20 March 
2012 meeting) 
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SEPA Access to Communications Data Under The Regulation of Investigatory Powers 

Act 2000 (RIPA) 
 
 
1. Introduction 
 
1.1 Following the original submission to the Board on 15 February 2011, presented by 

Enforcement Support Team and Calum MacDonald, the Board approved the use of 
the powers of the above legislation to access communications data and endorsed the 
roles and responsibilities as outlined in the report.   

 
1.2 There was an action that an annual report is produced for the Audit Committee that 

demonstrates the governance of the process of authorisation, acquisition and 
disclosure of communications data under this legislation.  An update was provided in 
March 2012 and this paper provides a further update on the status of this work. 

 
2. Background 
 
2.1  To date, there has been no progress in taking forward the process for the acquisition 

of telecoms data using RIPA legislation.  Therefore there are no applications or 
authorisations that require scrutiny including the governance process as requested by 
the Board. 

 
3. The Issues 
 
3.1 As reported last year, the intention was to have an officer trained as single point of 

contact (SPOC) and this was carried out.  However before embarking on the 
organising of SEPA’s processes we became aware that the Home Office was 
reconsidering public authorities’ access to communications data under the provisions 
of RIPA and that major changes may be forthcoming.  

 
3.2 This was indeed the case and in June 2012 the Home Office consulted widely across 

the country.  SEPA was part of this process and, despite not having accessed 
communications data previously, responded robustly stating its intention to fully utilise 
this in future. 

 
3.3 The response from the Home Office recommended withdrawing SEPA’s access to 

communications data.  It should be noted that at present it is believed that only the 
Police, HMRC, UK Border Agency and the Financial Services Authority are being 
recommended for continued access to communications data.  It is also of note that 
the Environment Agency, who has used its access to communications data widely, 
has also been advised that their ability to continue with this provision would be 
withdrawn. 

 
3.4 However, prior to any final decision, the Home Office provided a final opportunity for 

SEPA to justify its case and at short notice a response was provided.  We currently 
await a decision on this. 

 
3.5 It does appear that there will be extensive changes to the legislation with respect to 

the existing RIPA provisions which may result in SEPA and other agencies being 
unable to access communications data directly.  However, it is believed that the 
Home Office may allow certain organisations such as SEPA to access 
communications data through a third party agency such as the Police or HMRC acting 
as a single point of contact and national hub.  This would streamline the existing 
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logistical and resource challenges agencies currently face in having to deal directly 
with significant numbers of communication providers servicing the UK market. 

 
4. Recommendations 
 
4.1 The Board is asked to approve this update. 
 
4.2 An update will be provided to the Board on any final decision by the Home Office. 
 
4.3 If SEPA continues to have access to communications data the original requested 

report is actioned for delivery in February 2014. 
 
 
Calum MacDonald, Executive Director  
30 April 2013 
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Appendix 1 
 
 

Agency Board Meeting 
15 February 2011 

 
Board Report Number: SEPA 03/11 

 
 

SEPA Access to Communications Data Under 
The Regulation of Investigatory Powers Act 

2000 
 
 
Summary: 
 
 

This paper relates to the acquisition and disclosure by SEPA of 
communications data under the Regulation of Investigatory Powers 
Act 2000 (RIPA).  It provides an up-date to the discussions and 
decisions made by the Board at its meetings of 9 September 2003 
and 23 March 2004. The Board expressed concerns about SEPA 
using such powers and decided that the Chairman should be advised 
on all occasions use was made of them, in addition, it was decided 
that there should be Board involvement to make recommendations to 
the authorising officer. In short SEPA has not used the powers to 
acquire communications data but believes there are benefits from 
using these powers. Management oversight, together with specialised 
investigation techniques relating to surveillance matters, has evolved 
over the intervening years. It is proposed that SEPA now use its 
further suite of powers and adopt detailed guidance to ensure RIPA 
and related Codes of Practice are followed and full consideration be 
made concerning human rights legislation. It is further proposed that 
the authorising officer takes full responsibility for decisions made 
without seeking recommendations from the Board or advising the 
Chairman of all individual authorisations as happens with other 
Regulation of Investigatory Powers (Scotland) Act 2000 (RIPSA). 
 

Risks: Access to communications data can lead to a breach of an individual’s 
human rights.  RIPA was brought into being to provide a legal 
framework to allow enforcement agencies, including SEPA to take 
certain actions provided they are necessary, proportional and in 
accordance with the law.  The proposed processes are designed to 
manage the risk to ensure SEPA complies with all applicable 
legislation.  
 

Financial 
Implications: 

There is a charge relating to training which will be met by using 
existing resources. In addition there will be ongoing costs relating to 
payment to individual service providers for the information obtained. 
Again, this cost will be supported using existing resources. 
 
 

Staffing  
Implications:             
 

The process of acquiring communications data will be supported by 
existing staff resources.  
 
Adoption of the proposals will allow investigators to process enquiries 
more efficiently in line with the Better Regulation Programme. 
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Environmental and 
Carbon Impact: 
 

Adoption of the proposals will help achieve objectives under the Better 
Regulation Programme and operations to detect serious 
environmental offences and freeriders.  It is assumed that there is no 
carbon impact in acquiring this data. 
 

Purpose of the 
report: 
 

For approval. 

Report Author: 
 

Eoin Jenkins, Specialist I, Enforcement Support Team 
Calum MacDonald, Director of Operations 
 

Appendices: Appendix 1 –  Details of type of information SEPA may obtain under 
RIPA 
 
Appendix 2 – Benefits to SEPA through seeking access to 
communications data 
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SEPA ACCESS TO COMMUNICATIONS DATA UNDER THE REGULATION OF 

INVESTIGATORY POWERS ACT 2000 
 
 
1. Introduction 
 
1.1 This paper relates to the acquisition and disclosure by SEPA of communications data 

(Appendix 1) under the Regulation of Investigatory Powers Act 2000 (RIPA).   
 
1.2 A management framework has been set up to ensure that SEPA is compliant with 

surveillance related and human rights legislation. This paper seeks the Board’s 
approval to allow SEPA to adopt revised guidance procedures relating to access to 
communications data, which will be an invaluable aid to the efficient investigation of 
environmental offences.   

 
1.3 Attached to this paper are two appendices covering the type of data SEPA is entitled 

to obtain and the benefits to SEPA of accessing communications data.   
 
2. Background 
 
2.1 During meetings on 9 September 2003 and 23 March 2004 the Board discussed use 

of SEPA powers to access communications Data under RIPA. At that time SEPA had 
no experience of the legislation and the Home Office had not set out guidance for 
local authorities on how to access communications data. 

 
2.2 The Board expressed concern about the potential for negative public perception if 

SEPA was to exercise these powers. The then Chairman was not satisfied that the 
procedures proposed at the time offered adequate checks and balances and the 
Board agreed that all uses of the powers would be reported directly to the Chairman. 
Additionally “in the event of the Chief Executive not being available as the authorising 
Board member, rather than authority being delegated downwards, responsibility for 
authorisation should be vested in either of two nominated Board members”. 

 
2.3  To avoid confusion with the wording recorded in the minutes, the role of the Board 

member or the Chief Executive acting in his capacity as a Board member was to 
make a recommendation to the Authorising Officer. The decision regarding 
authorisation to obtain communications data rested with the Authorising Officer. 

 
2.4 SEPA has never used the powers to access communications data, however, the 

organisation has now developed experience in conducting directed surveillance, 
taking full account of human rights legislation, through the specialist Enforcement 
Support Team and Legal Team. SEPA is increasing its work on harm and freerider 
initiatives to tackle environmental crime through intelligence led operations. SEPA 
wishes to use all means available to investigate and trace individuals and 
organisations involved in committing environmental offences.  

 
2.5 This supports the Better Regulation Agenda incorporating firm and fair 

enforcement implementation projects to strengthen criminal sanctions through 
engagement with other regulators where applicable in order to hit "criminals" and 
"chancers" hard and to target freerider activity through the implementation of SEPA's 
freeloader strategy.  
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3. The Issues 
 
3.1 The issue of access to communications data has recently been scrutinised jointly by 

both the Enforcement Support Team and Legal Team. A detailed guidance and 
procedural document has been prepared. This outlines the framework for authorising 
and obtaining communications data based on the Regulations and Codes of Practice 
issued by the Scottish Government. 

 
3.2      SEPA has employed specialist officers within the Enforcement Support Team since 

2005 and developed experience in surveillance issues relating to Directed 
Surveillance which is authorised by the Director of Operations or the Chief Executive. 
This system has worked well and checks and balances have been built into 
procedures to ensure high standards are met, the regulations and Codes of Practice 
are rigorously followed and importantly, human rights legislation is fully complied with. 
Detailed training is provided to Authorising Officers. Guidance is also provided by an 
experienced member of the Enforcement Support Team and there is internal 
oversight by a trained member of the Legal Team. In addition, there is external 
oversight by the Office of Surveillance Commissioners who report to the Government 
and Scottish Government. It is proposed that a similar format is adopted in respect of 
the process of authorisation of access to communications data. 
 

3.3 The benefits accrued from communications data is recognised nationally and the 
Interception of Communication Commissioner states in his recent annual report that 
“it is evident that good use has been made of the communications data as a powerful 
investigative tool primarily to prevent and detect crime and disorder. It is also very 
apparent that communications data plays a crucial role in the successful outcome of 
prosecutions and often it is the primary reason why offenders plead guilty”. 

 
3.4 It is envisaged that SEPA could make beneficial use of communications data in a 

number of specific areas (Appendix 2). In addition, it is worth pointing out that the 
ability to obtain telecoms data represents a significant step forward in effectively 
identifying those responsible for the most serious harm to the environment.  The use 
of this data also has the potential to save valuable time and provide cost savings in 
comparison to other measures that would have to be taken in the absence of such 
data. Again this will allow subsequent investigation to be focused and intelligence led, 
facilitating SEPA’s delivery of its AOP objective of better regulation and harm 
reduction. 

 
3.5 If SEPA chooses to access communications data, this would require the involvement 

of a number of key personnel:- 
 
3.5.1 An applicant (a member of SEPA staff) would complete a Home Office approved 

application form. This would be reviewed by a member of the EST named the SPOC 
(Single Point of Contact).   
The SPOC (a member of EST) would have completed a Home Office approved 
training course and would be accredited to perform the role which includes liaison 
with the Communication Service Providers.  The SPOC would pass the application to 
the Designated Person. 
The Designated Person (a SEPA Director) would assess the application and decide 
whether or not it is necessary and proportionate to obtain the relevant 
Communications Data.   This is not a tick box exercise and the Director would need to 
set sufficient time aside to assess each application.   
The Senior Responsible Officer, The Code of Practice establishes this role to 
oversee the use of RIPA and states that his person should hold the same position as 
the Designated Person (a SEPA Director). 
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3.6 The legislation sets out the office of the Designated Person for each public authority.  
It is not a task that can be delegated to a lower grade post. 

 
3.7 In the past (2003/4) the Board had instructed that as an internal safeguard, it is 

involved to scrutinise the Authorising Officer’s decision on necessity and 
proportionality. This was thought to provide an additional safeguard for the privacy of 
the individual. In most cases it was felt that the CEO acting in his capacity as a Board 
Member could fulfil this role. The Code of Practice designates this responsibility to the 
Senior Responsible Officer. 

 
3.8 The Board may be reassured that SEPA have no authority under the legislation to 

intercept communications data and are limited to acquire information set out in 
Appendix 1.  Although private information is likely to be obtained from 
communications data the Designated Person is required to ensure that such 
information is handled in accordance with the legislation and code of practice. 

 
3.9 The Interception of Communications Commissioner’s Office (IOCCO) is responsible 

for overseeing the RIPA framework and assessing public bodies’ compliance with the 
legislation. The reason SEPA has not been inspected to date is likely to be because 
annual submissions to the IOCCO have shown that the powers have not yet been 
used. If SEPA does start using RIPA, it is likely the IOCCO will seek to inspect SEPA 
on a two-year cycle.  Any RIPA inspection is likely be similar to the inspections carried 
out by the Office of Surveillance Commissioner under the RIPSA regime. 

 
3.10  It is proposed that SEPA use the powers to obtain communications data where 

appropriate as it becomes increasingly involved with investigating freeloaders and 
businesses connected to serious organised crime.  

 

3.11 It is proposed that similar checks and balances are used in the communications 
authorising process as those used in directed surveillance and to allow the 
authorising officer to be responsible for decisions made without seeking 
recommendations from the Board for each application. 

 
4. Recommendations 
 
4.1 The Board is asked to approve the use of powers and roles and responsibilities as 

outlined in the report.  
 

 
 

Eoin Jenkins, Specialist 1, Enforcement Support Team 
Calum MacDonald, Director of Operations 
 
7 February 2011 
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APPENDIX 1 - Details of type of information SEPA may obtain under RIPA 
 
 
 

Telecommunications Data 
Subscriber Details 
Outgoing Call Data 
Specialist Telecomm Services 

 
Internet Data 

Electronic Address Details 
Routing instructions 
E-mail header information 

 
Postal Data 

Mail redirection 
PO Box ownership 
Records of correspondence. Postal Data  
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APPENDIX 2 - Benefits to SEPA through seeking access to communications data 
 
 
 
1. HARM AND FREE RIDER INITIATIVES From experience, persons operating businesses in 
these fields are often sole traders and advertise their services on the internet/local media with 
only a mobile number as a contact. Identification of persons involved together with home and 
operating addresses are unknown and the only practical means of obtaining the required 
information is through access to telecommunications. An ongoing example is that there are 
currently 5 intelligence logs concerning end of life vehicles (ELV’s). Only mobile telephone 
numbers of the persons involved are known and all enquiries to trace the businesses involved 
have proved fruitless. Access to communications data is the only way forward.  There are at 
least a further 20 similar examples which are in the file for further enquiry should access to 
communications data become available. The outputs of the ELV and other harm initiatives 
would be enhanced through access to communications data. 
 
2.  TACKLING SERIOUS ORGANISED CRIME GROUPS - SEPA intelligence has identified 
links between the waste industry and serious organised crime groups. SEPA is working closely 
with the Scottish Police Service to develop intelligence on this threat. Access to communications 
data will provide a valuable intelligence tool to assist in the identification of serious organised 
crime groups within the environment arena. An example being unlicensed ELV sites being 
operated by serious organised crime groups advertising services through local internet web 
sites and using mobile numbers as contact. Subscriber checks would allow further 
communications data billing to be undertaken that will assist in identifying associates and 
premises being used by this serious organised crime group. 
 
3.  ENFORCEMENT ACTION RELATING TO POLLUTION INCIDENTS. There have been a 
number of cases reported to SEPA involving the unlawful deposit of waste in remote areas and 
witnesses have obtained the mobile telephone number of suspects. Routine enquiries have 
failed to identify those involved. Access to subscriber information may well have identified the 
persons responsible. Access to postal information can be invaluable in cases of flytipping where 
documentation is recovered. This may involve details of forwarding addresses of a person who 
has recently moved or details of a PO Box ownership. 
 
4. INTELLIGENCE DEVELOPMENT IN RESPECT OF ILLEGAL EXPORTS - SEPA is 
undertaking investigations into the illegal transfrontier shipment of waste and has access to 
shipping line and freight agency data that often identifies the shipper/exporter with a contact 
telephone number. Only access to communications data will provide the opportunity to identify 
the shipper/exporter in a cost effective and timely manner that will provide the opportunity to 
intervene in real time at point of loading sites within Scotland. Evidentially communications data 
can be used in this export investigation to provide identifiable links between the 
suspects/accused and the alleged illegal export activity. 
 
5. POTENTIAL USE OF COMMUNICATION DATA AS EVIDENCE. Potentially 
communications data can provide evidence of involvement and association which can provide 
invaluable circumstantial evidence in a case reported to the Procurator Fiscal.  SEPA currently 
has a case, which is waiting to go to trial, where there was insufficient evidence to report the 
skip hire operator. Telecommunications data would very likely have provided evidence not only 
of association to the accused but also evidence relating to his involvement with the business. 
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Appendix 2 
 

 
 
 

Audit Committee Meeting 
20 March 2012 

 
Board Report Number: AUC 05/12 

 

SEPA Access to Communications Data Under 
The Regulation of Investigatory Powers Act 

2000 (RIPA) 
 

Annual Report 2012 
 
 
 
Summary: 
 
 

An  action was raised in the Board Report Number:-SEPA 03/11-
Action Note 319 for:- 
 
"An annual report to be provided to the Audit Committee to demonstrate 
the governance of the process of authorisation of the acquisition and 
disclosure of communications data under Regulation of Investigatory 
Powers Act 2000 (RIPA)- Due Date-13/3/2012". 
 

Purpose of the 
report: 

Update on action from Agency Board meeting of 15 February 2011. 

Report Author: Calum MacDonald , Director of Operations 
Appendices: SEPA 03-11 - Regulation of Investigatory Powers Act.doc (original paper 

from February 2011) 
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SEPA Access to Communications Data Under The Regulation of Investigatory Powers 
Act 2000 (RIPA) 

 
 
1. Introduction 
 
1.1 Following a submission to the Board on 15 February 2011, presented by Eoin Jenkins, 

Enforcement Support Team and Calum MacDonald, the board approve the use of 
powers of the above legislation to access communications data and endorsed the roles 
and responsibilities as outlined in the report.   

 
1.2 There was an action that an annual report is produced for the Audit Committee that 

demonstrates the governance of the process of authorisation, acquisition and disclosure 
of communications data under this legislation. This paper provides an update on the 
status of this work. 

 
2. Background 
 
2.1  To date, there has been no progress in taking forward the process for the acquisition of 

telecoms data using RIPA legislation. Therefore there are no applications or 
authorisations that require scrutiny, particularly the governance process as requested by 
the Board. 

 
3. The Issues 
 
3.1 The senior specialist officer and accredited single point of contact, Eoin Jenkins, left 

SEPA and with other work priorities the Enforcement Support Team (EST) were unable 
to progress the  necessary preparation work, including staff training, document 
preparation and process design that is required prior to making any application under 
this legislation. 

 
3.2 The intention is that following on from current recruitment to EST, training will be 

undertaken and a robust process developed to manage the acquisition of telecoms data 
using RIPA.  Following on from this, an annual report will be provided in February 2013.  
This would be followed by the full review (as per action 320 from the same meeting) on 
any powers used Under RIPA. 

 
4. Recommendations 
 
4.4  This committee is asked to note this update. 
 
4.5  The requested report is actioned for delivery in February 2013. 
 
 
 
 
Calum MacDonald  
Director of Operations 
24 February 2012 
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