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      SEPA 26/19 

 

Agency Board Meeting 
30 July 2019 

 
Board report number: SEPA 26/19 

 

Safe SEPA Digest 

February 2019 – April 2019 

 

Summary: This is the quarterly Safe SEPA digest providing the Board with information 
about the activities, shown in the diagram below. As this report now includes 
Health and Safety information, it has been submitted formally in the place of the 
quarterly Health and Safety Report.  

 

This report was reviewed by the Audit Committee in May. 

 

 
 

Risks: 

 

Monitoring this information is one of the ways we are identifying the risks in the 
Safe SEPA activities. 

 

Resource and Staffing 
Implications: 

 
There are no resource requirements identified in this report 

 

Equalities 

 
No equality issues have been identified through this report 
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Environmental and 
Carbon Impact: 

 

There are no environmental or carbon impacts. 

Purpose and audience 
of the report: 

 

For the Agency Board to note  

Report Author: Elaine Stewart, Business Consultant  

Kieron Gallagher, Head of Governance 

15 July 2019 

 

Appendices: Safe SEPA Digest 
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Safe SEPA Digest         February 2019 – April 2019 

 

Introduction 
 
This digest provides an update on progress with Safe SEPA over the period February 2019 – April 2019.  
 

Safe SEPA Handbooks 
 

Aug-18 Oct-18 Jan-19 Apr-19 

Complete 4 6 6 6 

Draft 5 3 3 3 

 
Progress with outstanding handbooks. The Positive Behaviours handbook is in the final stages of review. 
Progress with the Physical Security and Emergency Planning handbooks slowed while preparations for EU 
Exit were put in place but both are now back in development. 
 
The digest is divided into three sections, representing the three areas that Safe SEPA protects: People, 
Resources, and Services.  
 

People 
 

Safe SEPA training 

All health and safety training is delivered to meet learning needs identified by staff and managers. 
 

  Jan-19 Feb-19 Mar-19 Apr-19 

1 Day Emergency First Aid at Work 2 1 
  

31 

2 day First Aid refresher   2 2 2 

3 day First Aid at work       3 

Defibrillator 15 41 15   

Personal Safety  29 4   2 

Personal Survival (STCW) 1     8 

Risk Assessment   13 15 4 

Swiftwater       32 

Total staff 47 61 32 82 

 

 Swiftwater training is seasonal and recommenced in April, with a number of courses being run over the 
summer months to ensure training needs are met. 

 We are working with our e-learning provider to develop bite size learning for staff on specialist topics. 
Our Learning and Development Team has also developed bite-size packages on the more generic 
topics. 

 We are in the process of redesigning the risk assessment workshop, with a view to assigning pre and 
post course work to staff attending. This will allow the workshop to concentrate on the practical element 
of writing assessments. 

 

 
 
 
 



4 
 

Health and Safety Incidents 

Due to the diverse nature of work carried out in SEPA, a wide variety of incidents are reported.  
 

Category of 
Incident  

Jan-
19 

Feb-
19 

Mar-
19 

Apr-
19 

April-19 Incident Details 

Minor injury 2 1 1 5  Scratch on broken glass 

 Minor scald 

 Manual handling 

 Kicked by animal 

 Cut finger 

Hazard Spotted 1 5 
 

4  Livestock in field 

 Smell of burning 

 Tick on clothing 

 Water Spillage on floor 

Violence & 
Aggression 

  
1 3  Gestures and intimidating behaviour (no physical 

contact) by member of public towards staff 
responding to incident (staff did not feel 
threatened) 

 Verbal abuse - shouting, swearing, during site 
visit 

 Hazard spotted re site visit and potential for 
violence and aggression 

Failure of 
plant/equipment 

1 2 
  

 

Failure of 
procedure 

2 
 

1 
 

 

Near Miss 
 

1 
  

 

Other 2 
   

 

Slip, trip, fall 1 
   

 

Tick Bite 
  

1 
 

 

Total 9 9 4 12  

 
Violence and Aggression Categories 

Type of Violence and Aggression Incident  Apr-19 

Threat of Physical Violence  0 

Verbal Abuse e.g. shouting, swearing, name calling 1 

Physical Assault  0 

Gestures/manner/body language, staring,  intimidating behaviour (no physical contact)  1 

Hazard spotted e.g. no verbal or physical abuse but individual felt uncomfortable and took 
decision to stop activity before matter escalated 

1 

 
Data to the end of March was included in the Annual Health and Safety Report. 
 

 In April, one incident and one hazard spotted related to contact with livestock on farms. The Health and 
Safety Executive currently have a campaign on this subject and information for staff has been 
distributed via the health and safety portfolio representatives. 

 As a proactive measure, an ergonomic assessment has been completed in the ground floor laboratory 
in the Angus Smith Building. This is a specialised work environment assessment for tasks including 
manual handling. 

 There was a small increase in the number of minor injuries. We continue to work with managers and 
staff to proactively mitigate the potential for injuries and identify control measures. 
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Resources 
 

Whistleblowing 

 May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb 19 – Apr 19 

Number 0 0 1* 0 

*The Audit Committee was notified of this incident at its meeting on 11 December 2018  

 

Fraud, bribery and corruption 
incidents 

May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb 19- Apr 19 

Number 3 2 0 0 

 

Information Governance May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb 19- Apr 19 

Notifications of data breach to 
Information Commissioners Office 

0 0 0 0 

Customer Appeals to Office of the 
Scottish Information Commissioner 

0 1 1 1 

Customer Complaints to Scottish 
Public Services Ombudsman 

0 0 1* 0 

*The Scottish Public Services Ombudsman decided not to take complaint forward for investigation  
 
 

Security Incidents 

 
* Miscellaneous Reports include reports such as the improper use of SEPA’s logo on an external vehicle 
 
 
Details: The main cause of security incidents is data breaches. These are largely a result of staff sending 
information to the wrong recipient, and attaching the incorrect attachments to emails. Incidents relating to 
lapses in IS and cyber include phishing incidents and issues with our Virtual Desktop Infrastructure. 
Leaving windows open at the end of the day accounts for a number of the physical security incidents. 
 
There continues to be an increase in the number of incidents recorded, and this is due to staff having more 
awareness of the importance of reporting security incidents quickly.  
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Security Incidents (continued) 

 
Security incidents reported by year. 
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Services 
 

Business Continuity Messaging System 

 May - Jul 2018 Aug – Oct 2018 Nov 18 - Jan 19 Feb 19 – Apr 19 

Number of 
registered 
users 

929 996 1,029 1,024+ 

Percentage 
of Staff 
registered 

74% 80% 80% 80%* 

Between 
February and 
May 2019 

 
 

+The number of registered users fluctuates with new starts and leavers. 
*Total number of staff 30 April 2019 is 1,275 

 
 

Business Continuity Incidents 

 May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb 19- Apr 19 

Business Continuity Incidents 3 4 2 1* 

*Note this was previously reported last quarter. The January figure has been adjusted to take this into account. 

 
Details:  

 Following a power cut, the Elgin office was closed on 1 February. Power was restored during the 
weekend and the office re-opened as normal on 4 February.  

 
 

Safe SEPA testing and exercises 

  May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb 19- Apr 19 

Number 1 5 10 10 

Details:  

 Four exercises relating to EU Exit involving a range of SEPA staff including the Regulatory Response 
Group members set up for EU Exit. 

 An Agency Management Team Cyber exercise in the morning with an EU Exit exercise in the 
afternoon. 

 A joint, live play exercise involving the Police, Fire Service, Ambulance Special Operations Response 
Team, and our Airborne Hazard Emergency Response and Resilience teams. 

 Two Control of Major Accident Hazard (COMAH) exercises at whisky bonds. 

 A familiarisation day for a range of staff at Hunterston in advance of a nuclear exercise. 

 
  

1
Office closed 

message

5
Staff information

messages
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Safe SEPA debriefs 

  May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb 19- Apr 19 

Number 1 1 2 1 

Details: We attended one multi-agency debrief relating to Limekilns oil spill. 

 
 

Business Continuity Impact Analyses 

Status Jul 2018 Oct 2018 Jan 19* Apr 19 

Complete 9 17 8 18 

In progress 8 0 5 0 

Not yet started 1 7 11 6 

*Note: The number of complete analyses in the table above was reset to 0 at the start of January when we began our 
annual review of all existing analyses. 

 
Update: We have completed 18 Business Continuity Impact Analyses since January 2019. Six are not yet 
underway. One of these relates to our Regulatory Strategy and Government Relations Function which has 
an analysis in place but has not had chance to review it because of preparations for EU Exit. The others 
are on hold until the restructure of Compliance and Beyond is complete. Business Continuity Impact 
Analyses cannot be carried out until all staff are in place. We will complete this work by March 2020. 
 

 
 

Cyber security 

 2018 2019 

Email 
protection Aug Sep Oct Nov Dec Jan Feb Mar Apr 

Virus 282 1,395 528 1,522 474 199 201 242 188 

Image 108 76 23 37 98 34 11 0 0 

Emails 
received 
from blocked 
senders 5,602 1,031 1,809 3,142 2,040 4,541 5,571 2,318 3,057 

Emails 
received 
from 
approved 
senders2 23,146 35,376 41,009 49,522 21,541 30,731 37,981 42,168 45,939 

Spam emails 14,903 15,153 15,763 18,701 7,833 11,443 17,501 22,850 37,241 

Clean 
emails1 149,122 158,303 148,175 170,862 95,498 117,884 127,913 155,865 162,446 

Total 193,412 211,928 207,613 244,622 127,644 164,948 189,256 224,219 249,056 

Source: Proofpoint Essentials' Spam detection 
1Clean emails are emails that have passed through proof point without suspicion 
2Approved senders are emails that SEPA has added to an approved list of senders.  
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Business Continuity update  
 
The Business Continuity Service Plans for SEPA’s Contact Centre, Facilities and Estates, and IS 
Departments are now complete and available from the Safe SEPA intranet site. The small office plan 
template has been renewed and is ready for completion. 
 
Due to the amount of preparatory work we have completed relating to the possibility of a No Deal EU Exit, we 
now have a national response and support structure in place. We can use these plans for large-scale 
incidents. This could include Pandemic Flu, some widespread animal health diseases or large pollution 
incidents. This will stand SEPA in good stead for the future. 
 
2019 – 2020 Key Priorities 
 
Since the start of March, we organised and delivered three workshops to support the delivery of our priority 
areas for 2019-2020. 
 
We held our first workshop setting up Information Asset Owners to succeed. We examined the challenges 
Information Asset Owners face, and we will use the output to identify gaps and design simple tools to 
implement good information governance. 
 
The second workshop we held was to determine how we could make the role of a Senior Responsible Officer 
easier. The output from the workshop highlighted that we need to define and provide clearer roles and 
responsibilities for a Senior Responsible Officer.  
 
The third workshop was designed to improve how we report Safe SEPA incidents. This involved investigating 
a number of unrelated systems and considering what would be as simple as possible for staff to use. The 
output suggested that this would be a long-term initiative to develop the ideal reporting system for these 
incidents. 
 
Staff from different areas of SEPA attended all three workshops and their feedback has been invaluable. All 
events were very successful with productive discussion generating new ideas for us to use, and consider 
what to develop in the next quarter. 
 
 

 
 
We will be  

 introducing Diligent Boards and providing training for Board members 

 developing heat maps to help us understand our risks around IT disruption 

 revising the guidance on the role of a Senior Responsible Officer 

 reviewing the whistleblowing procedure 

 progressing our Health and Safety audit programme 

 finalising business continuity plans for 16 small offices 
 

A review of Safe SEPA           February 2019 – April 2019 

Look forward                    May 2019 – July 2019

   


