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Summary: 
 
 
 

This is the quarterly Safe SEPA digest providing information about the 
activities, shown in the diagram below.   

 

Risks: Monitoring this information is one of the ways we are assessing the risks 
in the Safe SEPA activities.  

Resource and 
Staffing 
Implications: 

There are no resource requirements identified in this report  

Equalities: 
 

No equality issues have been identified through this report  

Environmental and 
Carbon Impact: 

There are no environmental or carbon impacts. 

Purpose and 
audience of the 
report: 
 

For information and discussion. 
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Safe SEPA Digest 

May–July 2019 

 

1.0 Introduction 
 
This digest provides an update on progress with Safe SEPA over the period May–July 2019. The digest 
is divided into three sections, representing the three areas that Safe SEPA protects: People, Resources, 
and Services.  
 
1.1 Safe SEPA Handbooks 
 

Safe SEPA Handbooks 
 

Aug-18 Oct-18 Jan-19 Apr-19 Jul-19 

Complete 4 6 6 6 6 

Draft 5 3 3 3 2 

 
1.1.1 We agreed that the ‘positive behaviours’ we had identified run through all the Safe SEPA 

activities. These include things like: ‘Be vigilant’; ‘If it’s not right, challenge it’; ‘If it goes wrong, 
report it’ and ‘Keep yourself safe’. We don’t want to cause confusion with the Organisational 
Behaviours that have recently been developed, so instead of having a separate ‘positive 
behaviours’ handbook, we have decided that we will keep these as a list of key messages that 
we use consistently in our Safe SEPA communications. 

 
1.1.2 The Safe SEPA Governance Group is reviewing the Emergency Planning handbook at a 

workshop in August. It is also reviewing a revised version of the Cyber Security handbook. This 
has been renamed Cyber Resilience. 

 
1.1.3 Work is underway to set out our approach to Physical Security in a handbook but it is a lower 

priority than preparing for EU Exit. We hope to have this final handbook completed by the end of 
the year. 

 
1.1.4 The Safe SEPA wheel has been revised to show the changes we have made – removing positive 

behaviours as a standalone activity and re-naming cyber resilience. We have also added an 
arrow in the centre to entitled ‘Report’ to reflect the importance of reporting incidents and near 
misses 

 
 

2.0 People 
 
2.1 What have we achieved? 
 
2.1.1 A member of staff within each of our offices is nominated as the Senior Responsible Officer for 

the building. They work with our experts to ensure the maintenance and security of each building 
as well as the safety and security of staff and visitors. As a result, expectations about their role 
were set out in a number of different documents. We have reviewed all these procedures and 
produced a single document which sets out the role and responsibilities of a Senior Responsible 
Officer. 

 
2.1.2 The management members of the National Health and Safety Committee are now meeting 

formally on a monthly basis to keep pertinent aspects of health and safety under review and 
continue to drive improvements. 
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2.2 Next steps 
 
2.2.1 A number of body cameras were purchased in May 2018 to provide enhanced support for staff in 

situations where there is potential for violence and aggression. Prior to the deployment of the 
body cameras we need to ensure that their use fits with our evidence gathering processes and 
that the personal data collection implications are fully understood and managed.  A draft policy 
and procedure document which addresses these issues, as well as providing an outline of how 
and when the cameras are to be used, has been developed and is currently in internal 
consultation. Subsequent steps for deployment for wider use within SEPA will include 
development of practical training, a supporting e-learning course and IS infrastructure (most likely 
to be stand-alone laptops) for the body camera software.   

 
The body cameras are currently being used on a trial basis by the Waste Crime Investigations 
Team and have so far been successfully deployed when officers have attended a number of 
illegal waste deposition sites. The use of the cameras by other teams is being considered on a 
case by case basis, following an assessment of potential risk to staff against use under a draft 
procedure.  

 
2.2.2 We are developing guidance packs for Senior Responsible Officers, providing them with simple 

tools and guidance to help them carry out their role.  
 
2.2.3 We want to make it much easier for staff to report incidents – whether health and safety, security, 

information breach, cyber-attack, fraud, etc. We have a number of different incident reporting 
mechanisms and our first step is to create a single page on our intranet from which you can 
access all of these reporting tools. The communications around this should raise awareness of 
the types of incidents and near misses we need staff to report. 

 
2.2.4 “Visiting Unknown Sites” is one of the High Hazard Audits to be carried out in 2019. The audit will 

be conducted by a cross Portfolio team, and a scoping exercise has now been completed. It will 
also provide the opportunity to review the current risk assessment template, guidance and 
training.  

 
2.2.5 A cross portfolio review of our violence and aggression policy and procedure has been initiated to 

ensure consistency of action across all portfolios. Field officers will be involved in this review.  
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2.3 Health and Safety Training 

All health and safety training is delivered to meet needs identified by staff and managers. 
 

Training delivered Jan-19 Feb-19 Mar-19 Apr-19 May-19 Jun-19 Jul-19 

1-day Emergency First Aid 
at Work 

2 1 
  

31 13  1 

2-day First Aid refresher   2 2 2 2   

3-day First Aid at work       3 2   

1-day Maritime First Aid      12  

Defibrillator 15 41 15      

Personal Safety  29 4   2 9 8  

Personal Survival (STCW) 1     8 1 2  

Risk Assessment   13 15 4 12   

Swiftwater       32 21 14  

Total staff 47 61 32 82 60 36 1 

 

 Training requests 
outstanding1 

Of which, number booked on current 
events 

Emergency First Aid at 
Work 

91 20 

Water First Aid 24 5 

Driving Awareness 2 92 NA 

Off road 4x4 22 2 

Trailer Towing 3 0 

Abrasive Wheels 6 0 

Asbestos Awareness2  37 NA 

Personal Safety 96 22 

Risk Assessment 
(internal) 

64 9 

Working at Heights2 64 NA 

Swiftwater 50 0 

Personal Survival 25 0 

Powerboat 12 0 

VHF Radio 20 0 

Lifejacket 7 0 

Total 782 58 
 

 
1 All training delivered by external providers unless stated 
2 This shows the number of staff who have not yet completed the necessary open access e-learning. 
 
2.3.1 The data above indicates that a high number of health and safety training needs are 

outstanding.  An initial review has highlighted a number of issues with the data and with the 
current provision of training.  These include: staff not updating the system once training is 
complete or no longer needed; staff registering for training which is ‘nice to have’ rather than core 
to their role and staff pulling out of planned training courses. A phased approach has been 
agreed to resolve these issues.   
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2.3.2 In the short term a new ‘Health and Safety training requirements’ tool, which identifies 
appropriate training for activities staff undertake within their role, will be rolled out to all staff in 
October 2019.  We will work with staff and managers to get an updated and current view of actual 
health and safety training requirements by December 2019.   
 

2.3.3 The issues highlighted by our initial review (above) will be discussed with Internal Auditors during 
the health and safety audit in October 2019 and we will seek advice from the auditor on our plans 
for addressing them.  The Agency Management Team will mitigate the risk in the short term by 
providing assurance that no staff will go out on site without the necessary health and safety 
training.   
 

2.3.4 In the medium term (early 2020), Health and Safety training requirements will be migrated to our 
new training system (Discover). This will provide more accurate data. 
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2.4 Health and Safety Incidents 

 
Notes:  
Failure to follow safety procedures includes forgetting to call in and cancel safety cover 
A near miss is when an incident occurred but no-one was hurt 
 
2.4.1 Incident details 
 
In the period May-July 2019, 34 incidents were reported. Of these, 13 were proactive with hazards 
being spotted before an incident occurred. 
 
There was one incident involving violence and aggression. Officers from Compliance and Beyond 
attending a site were subject to verbal abuse and aggressive gestures from a person on site. The 
officers immediately left the site to defuse the situation. Corrective actions detailed in our Violence and 
Aggression procedure were reviewed by their line manager and the Health and Safety Unit. 
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3.0 Resources 
 
3.1 What have we achieved? 
 
3.1.1 This year we are focusing on ensuring that we understand our information assets and have the 

proper protections in place. We are using recommendations from the recent Information 
Governance Audit to help us focus our efforts.  

 
3.1.2 We have begun meeting with Information Asset Owners on a 1:1 basis to ensure our Information 

Asset Register is complete and we have a shared understanding of the risks around our assets. 
We have developed some simple guidance to help Information Asset Owners understand their 
responsibilities, the risks to their information and the controls needed to protect it.  

 
3.1.3 We have procured Diligent Board software to better protect the information that is shared with the 

Board. 
 
3.2 Next steps 
 
3.2.1 We will continue the 1:1 meetings with Information Asset Owners and aim to have the register 

complete by the end of September. We will also complete a risk map identifying all our highest 
risk information.  

 
3.2.2 Our security breach statistics show that many incidents are caused by carelessness with emails. 

We are developing an Email Essentials training programme to highlight to staff the need to take 
more care when sending information through email. 

 
3.2.3 We will begin using Diligent Board software at the September Board meeting 
 

3.3 Whistleblowing 
(internal and 
external) 

May-Jul 18 Aug-Oct 18 
Nov 18- 
Jan 19 

Feb–Apr 19 May-Jul 19 

Number 0 0 1 0 6 

 
Five whistleblowing reports were external, three in relation to waste regulation and two in respect of fish 
farming. The internal one was in respect of recruitment. 
 

3.4 Fraud, bribery and 
corruption 
incidents 

May-Jul 18 Aug-Oct 18 
Nov 18- 
Jan 19 

Feb-Apr 19 May-Jul 19 

Number 3 2 0 0 1 

 
The recent incident was in respect of conflict of interest. A fact finding investigation was carried out 
which resulted in four recommendations. These are currently being actioned. 
  



  Safe SEPA Digest May-July 2019 
   

7 
 

 

3.5 Information 
Governance 

May-Jul 18 Aug-Oct 18 
Nov 18- 
Jan 19 

Feb- Apr 19 May-Jul 19 

Notifications of data breach 
to Information 
Commissioners Office 

0 0 0 0 0 

Customer Appeals to Office 
of the Scottish Information 
Commissioner 

0 1 1 1 0 

Customer Complaints to 
Scottish Public Services 
Ombudsman 

0 0 1 0 3* 

 

*The Scottish Public Services Ombudsman decided not to take two complaints forward for investigation 
and has not yet made a decision on the third.  
 
 

3.6     Security Incidents  

 

 
* Miscellaneous Reports include reports such as the improper use of SEPA’s logo on an external 
vehicle 
 
Details: The main cause of security incidents is data breaches. These are largely a result of staff 
sending information to the wrong recipient, and attaching the incorrect attachments to emails. 
Incidents relating to lapses in IS and cyber include phishing incidents and issues with our Virtual 
Desktop Infrastructure. Leaving windows open at the end of the day accounts for a number of the 
physical security incidents. 
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The following graph shows the number of near misses reported compared to the number of incidents 
reported. Data for near misses was not collected prior to October 2018, so this information cannot be 
included in the chart above.  
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4.0 Services 
 
4.1 What have we achieved? 
 
4.1.1 We have finalised business continuity plans for 12 small offices and published them on our 

intranet.  
 
4.1.2 We took part in 13 Local Resilience Partnership planning meetings and 18 sub-group meetings, 

covering topics like critical infrastructure, flooding, EU Exit and training and exercising. We 
worked with Resilience Partnerships to coordinate the response to 6 incidents (3 wildfires, 2 
floods and a protest at an oil rig). We also attended 11 meetings to plan exercises. We took part 
in two cross-agency resilience meetings with English and Welsh counterparts.  

 
4.2 Next steps 
 
4.2.1 We will continue to work with the Scottish Government to develop Scotland’s plans for EU Exit, 

including a No Deal exit. This work will increase as we move towards the 31 October.  
 
4.2.2 We will complete the 4 remaining small office business continuity plans.  
 

4.3 Business Continuity Messaging System 
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2019 
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4.4 Business Continuity Incidents 

 May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb-Apr 19 May-Jul 19 

Business Continuity 
Incidents 

3 4 2 1 1 

Details:  
 

A water leak at Strathearn House caused the closure of the office on 13 May. The issue was resolved 
the same day and the office reopened the following day. 

 

4.5 Safe SEPA testing and exercises 

  May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb-Apr 19 May-Jul 19 

Number 1 5 10 10 4 

Details:  
 
We held two business continuity exercises for the Angus Smith Building and Dingwall office. Five 
offices remain to be tested and exercised. One office is waiting until their imminent move to a shared 
building. 
 
There were also two exercises for industrial incidents relating to Control of Major Accidents and 
Hazards Regulations (COMAH). 

 

4.6 Safe SEPA debriefs 

  May-Jul 18 Aug-Oct 18 Nov 18-Jan 19 Feb-Apr 19 May-Jul 19 

Number 1 1 2 1 2 

Details: We held one internal debriefing for the Limekilns Oil Spill and attended a multi-agency 
debriefing for EU Exit. 

 

4.7 Business Continuity Impact Analyses 

Status Jul 18 Oct 18 Jan 19* Apr 19 July 19 

Complete 9 17 8 18 18 

In progress 8 0 5 0 0 

Not yet started 1 7 11 6 6 

*Note: The number of complete analyses in the table above was reset to 0 at the start of January 
when we began our annual review of all existing analyses. 
 
Update: No further progress has been made since the last report. However, we still anticipate we will 
complete this work by March 2020. 
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4.8 Cyber Resilience 

Year 
Email 

protection Virus Image 

Emails 
from 

blocked 
senders 

Emails 
from 

approved 
senders1 

Spam 
emails 

Clean 
emails2 Total 

2018 

Aug 282 108 5,602 23,146 14,903 149,122 193,412 

Sep 1,395 76 1,031 35,376 15,153 158,303 211,928 

Oct 528 23 1,809 41,009 15,763 148,175 207,613 

Nov 1,522 37 3,142 49,522 18,701 170,862 244,622 

Dec 474 98 2,040 21,541 7,833 95,498 127,644 

2019 

Jan 199 34 4,541 30,731 11,443 117,884 164,948 

Feb 201 11 5,571 37,981 17,501 127,913 189,256 

Mar 242 0 2,318 42,168 22,850 155,865 224,219 

Apr 188 0 3,057 45,939 37,241 162,446 249,056 

May 144 0 62,586 45,961 23,050 172,333 304,126 

Jun 59 0 1,095 46,267 17,614 154,449 219,500 

Jul 41 0 958 45,679 15,184 151,502 213,376 
 

Source: Proofpoint Essentials' Spam detection 
1Approved senders are emails that SEPA has added to an approved list of senders. 
2Clean emails are emails that have passed through proof point without suspicion 
 


