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This is the quarterly Safe SEPA digest providing information about the 
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The report is divided into three sections which reflect the three areas of 
Safe SEPA: people, resources and services. 
 
Our Safe SEPA activity since the last digest has been fully focused on 
responding to the COVID-19 pandemic. We have revised this report to 
provide an update on how our response has kept our people safe, our 
resources secure and our priority services operating through the 
emergency. 
 
At the request of the Audit Committee we’ve amended the sickness 
absence data in section 2 of the report, and we’ve added an annex with 
additional sickness absence data. 

Risks: Monitoring this information is one of the ways we are assessing the risks 
in the Safe SEPA activities. 

Resource and 
Staffing 
Implications: 

The COVID-19 emergency has many resource and staff implications. 
Section 2 of this report outlines how we are keeping our people safe at 
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this time and section 3 outlines what we are doing to keep our resources 
secure. 

Equalities: 
 

We recognise that all our people are different and COVID-19 will be 
affecting them all in different ways. We have supported staff to work only 
what they can do so safely, taking into account existing reasonable 
adjustments. Section 2.1 outlines the guidance we are giving staff and 
the measures we are taking to enable homeworking. 

Environmental and 
Carbon Impact: 

There are no environmental or carbon impacts. 

Purpose and 
audience of the 
report: 
 

For information and discussion. 
Agency Board 
This digest was reviewed by the Audit Committee in June. 

Report Author: 
 

Craig Ballantyne, Junior Business Consultant,  
Kelly Mathewson, Senior Business Consultant, 
Kieron Gallagher, Head of Governance,  
Jo Green, Chief Officer, Performance and Innovation 
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1.  Introduction 

This report does not follow the usual format. Our Safe SEPA activity since the last digest 

has been fully focused on responding to the COVID-19 emergency, so we have revised this 

report to provide an update on how our response has kept our people safe, our resources 

secure and our priority services operating through the emergency. 

The development of Safe SEPA and the improvements we have made to business 

continuity and emergency management in recent years, set us up to respond well to the 

emergency from the beginning.   

We monitored the emergence of Coronavirus from early January and set up a Healthy 

SEPA Resilience Group to review the situation, liaise with external partners, such as the 

Scottish Government, NHS Scotland and partner agencies and provide guidance to the 

Agency Management Team and staff.  

On 10 March, we convened an Emergency Management Team, which held daily meetings 

until 1 April. The Emergency Management Team quickly established a number of cells to 

help respond to the rapidly evolving situation and the significant issues it created. The focus 

of the Emergency Management Team was: 

• ensuring appropriate protection of, and support to, our staff 

• ensuring delivery of effective, co-ordinated and proportionate response and recovery 

• supporting the maintenance of normal services at appropriate levels in order to 

protect the environment and communities 

At the end of February we established a Healthy SEPA bulletin to keep staff updated on the 

rapidly changing situation, a mailbox for staff to ask questions and a Healthy SEPA 

Coronavirus Resilience hub on the intranet to provide information for staff, including 

answers to common questions.  

Our focus for the foreseeable future will be responding to and recovering from this 

emergency.  
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1.1 Annual Operating Plan commitments 

The Safe SEPA commitments in the Annual Operating Plan are: 

Emergency Period Recovery Period 

By 31 July 2020, AMT will approve 

outcomes and delivery plans for the 

next phase of Safe SEPA  

Meet targets set in approved delivery 

plans  

 

We will work with Civil Contingencies 

partners on Scotland’s response to 

COVID-19 and recovery plans 

Work with partners to coordinate and 

support Scotland’s and SEPA’s 

recovery. 

By 30 June 2020, AMT will approve 

project plans for Safe SEPA including 

health and safety Learning and 

Development Programme. 

Meet timeline targets in implementation 

plan.  

 

 

An additional commitment relating to “The New Workspace” is outlined in section 3.3. 

2. We keep our people safe 

2.1 What have we done? 

2.1.1 Staff guidance 

Throughout the emergency we have been clear that the health of our staff and their families 

is our top priority. From the beginning of March we provided regular updates to staff on how 

to keep themselves safe, with posters about good hand hygiene placed across offices. We 

took steps to put in place enhanced cleaning in our offices and procure additional hand 

sanitisers and keyboard, telephone and desk wipes for our offices. 

As the virus spread, we followed Scottish and UK Government advice to protect different 

categories of staff: those with symptoms of Coronavirus and those living with someone 

showing symptoms were asked to stay at home; staff aged over 70, those with underlying 

health conditions and pregnant staff were also asked not to come into work. Other staff 

were encouraged to work from home if possible. We created a confidential Coronavirus 
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mailbox for managers and staff to provide updates about the health of staff.  We also 

reassured our people that they would be paid, even if they had to stay at home.   

2.1.2 Our offices and fleet 

We closed our offices to the Public on 20 March, and following official Government advice 

to stay at home, closed to staff and contractors on 23 March. Only a limited number of 

business critical staff (Contact centre and Information Services) worked out of our Angus 

Smith Building. We quickly put in place a procedure to enable safe exceptional office 

access for business critical activities in support of our CAT1 Civil Contingencies Act 

response and to protect and maintain our assets.  This was supported by a risk assessment 

and clear list of ‘Do’s and Don’ts’ for staff to follow to keep themselves safe when accessing 

our buildings.  Supporting corporate positions to keep our people safe, were established for 

mail delivery and use of the SEPA fleet vehicles (see section 3.1.2). 

2.1.3 Staff in the field 

We quickly established interim guidance for staff, based on the presumption that we should 

not visit sites except for events causing significant community concern or high 

environmental impact. Before any sites are visited, risk assessments have to be completed 

and approval sought by escalation through the line management chain. Staff visiting sites 

are reminded about social distancing and not to have direct interaction with operators, 

complainants and other members of the public.   

2.1.4 Homeworking 

Corporately there has been a significant shift in the focus of our Health & Safety work as we 

manage the impact of COVID-19, to working from home and risk assessments in support of 

business critical activities.  To help our staff with homeworking we developed clear 

guidance, new DSE (Display Screen Equipment) assessments tailored to working from 

home, and a new home working risk assessment. All staff working from home have been 

asked to complete these by 4 June. The guidance also includes a decision tree when staff 

need to purchase additional equipment to ensure they can safely work from home. We have 

a developed e-learning modules on Discover about working from home, and on looking 

after our mental wellbeing.  
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2.1.5 Health and Safety training 

As the emergency situation developed, the Agency Management Team approved the 

cancellation of all face-to-face Health and Safety training in March 2020. No Health and 

Safety training data is therefore being reported. Staff continue to have access to e-learning 

and we are working on developing additional Health and Safety e-learning courses for our 

staff, on Risk Assessments and Personal Safety.  

We are working closely with our Health and Safety Board Buddies to: 

• Seek their advice and feedback on our response to COVID-19  

• Understand the Audit Committee and Board’s long standing Health and Safety 

concerns and ensure we address these effectively 

2.2 Our People – Situational report 

2.2.1 Staff status 

 

Since March, staff have been asked to 

maintain a COVID-19 Work Availability 

Tool which shows their status 

regarding work availability.  The bar 

chart shows that at the end of April 91 

staff were unable to work from home. 

This figure includes staff who cannot 

work due to caring responsibilities, 

roles which could not be worked from 

home or where individuals did not have access to SEPA systems. In addition staff who 

were not working due to sickness, maternity, unpaid leave, etc were included in the 91 as 

they were also unavailable for work.   

In March a COVID-19 related time code was implemented in Agresso which staff could use 

to account for any of their normal contracted working time that they were not able to do as a 

result of caring responsibilities, roles which could not be worked from home or because 

staff did not have access to SEPA systems.  Our data shows that to the end of April the 
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number of hours assigned specifically to the CORO code was 26,229.42, the equivalent of 

89.22 FTE over the period.  Our sickness absence data shows that through March and to 

the end of April staff have recorded 1121.94 hours of sickness absence which is likely to be 

COVID-19 related, this is the equivalent of 3.82 FTE over the period.  

The table below shows the total lost working time due to sickness absence and staff being 

unable to work from home due to the COVID-19 situation for March and April.  

Month March April Combined 

March & April 

Total  

No. Staff Claiming CORO Timecode each 

month 

409.00 533.00 571.00  

No. Hours CORO Hours  7628.14 18601.28 26229.42 

No. Covid Sickness Absence Hours 586.94 535.00 1121.94 

No. Sickness Absence Hours (all other 

reasons) 

4520.66 2596.04 7116.70 

Total Hours Working Hours Lost 12735.74 21732.32 34468.06 

FTE Working Hours Available * 184360.00 167490.00 351850.00 

% Working Time Lost ** 6.91% 12.98% 9.80% 

FTE Lost*** 82.70 155.23 117.24  

* Based on FTE at month end x 7 working hours per working day in month (minus public 
holidays) 

** Total Working Hours Lost/Working Hours Available *100 

*** Based on 1 FTE = 7 hours per day 
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2.2.2 Health & Safety Incidents 

From February to April 2020, 20 incidents 

were reported.  Incidents are low in 

period March/April due to office closures.  

 Two incidents under the category of 

slips, trips, and falls occurred during this 

period. Managers have been advised to 

arrange for the employees involved to re-

visit the eLearning module on slips, trips 

and falls. A number of the minor injury incidents occurred when staff were out in the field 

checking on various sites which resulted in cuts and scratches and in one instance a dog 

biting the staff member. They were checked by a first aider and the police were advised. 

The Health and Safety team has reviewed risk assessments and is waiting for Local 

Authority advice on by-laws relating to contacting the dog walker to request dogs not be let 

loose in grounds.  

Two Incidents under the category of “Homeworking” occurred during this period. As a follow 

up, the Line Manger was advised the employee was not to resume any homeworking, until 

suitable DSE would be available to them. The other incident was caused by using the 

wrong DSE. Corporate guidance on longer term homeworking is due to be published. 

“Homeworking” will be tracked as a category going forward.   

The below charts show the incident trends over a 12 month period. 
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Notes: Failure to follow safety procedures includes forgetting to call in and cancel safety cover. 

A near miss is when an incident occurred but no-one was hurt. 

A hazard spotted is the reporting of an unsafe act or condition and steps taken to eliminate it. 

 2.3 Next steps 

• We will be working with Board Buddies to help drive forward our approach to 

implementing a corporate Health and Safety culture. The focus will shift beyond 

training data, to leadership and management being accountable for ensuring staff 

are competent and equipped to carry out their duties safely.   

• We will continue to set our staff up to work safely from home 

• Health and Safety Audit Action: Health and Safety training implementation plan: 

o This covers data cleansing from the January 2020 review; identifying root 

causes of issues and developing better process and capabilities to store, 

analyse and report the right data to provide assurance. 
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o Draft implementation plan is being discussed with Health and Safety Board 

Buddies . 

o Sequence of tasks is well understood and will be presented to Audit 

Committee in June.  Resourcing of work needs to be considered alongside 

Annual Operating Plan and COVID-19 priorities. 

3. We keep our resources secure 

3.1 What have we done? 

3.1.1 Our Offices 

On 23 March our offices were closed and staff were told to stay at home. This is a message 

we repeated regularly to staff. We have divided the offices we own/lease into three 

categories: 

Category 1 – operationally ready, with statutory maintenance. This includes cleaning of the 

specific areas that are in use. The only office in this category is the Angus Smith Building. 

We have a very small number of staff working from this building, mainly the Contact Centre 

with less frequent access by Information Services and Laboratory staff to maintain our 

critical assets. Strict access controls are in place and staff have to follow risk assessments 

to ensure they are safe.   

Category 2 – partially operationally ready, with statutory maintenance. The two buildings in 

this category are the Stirling and Aberdeen offices. The buildings are being maintained to 

help us get quickly up and running when needed. No staff are working from these buildings. 

Staff can access them in exceptional circumstances and must follow the risk assessment to 

keep themselves safe.  

Category 3 – all other buildings we own or lease. Buildings are fully closed. The likelihood 

of needing access to these buildings is low.  Therefore no statutory maintenance is in place 

– this also ensures our key-holding staff are not put at any risk. 

Shared offices – all closed. We have exceptional access arrangements in place with our 

sharing partners in Dingwall, Perth and Edinburgh to enable access to maintain our critical 
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infrastructure (mainly the hydrometric network).  Again no staff are working from these 

offices. 

Access to our offices is strictly controlled and only authorised, through our Exceptional 

Office Access Procedure referenced above, when absolutely necessary to enable business 

critical activities.  

There have been two maintenance issues requiring contractors to come on site, both at the 

Angus Smith Building. One involved the office access system and the other was a water 

leak in a laboratory. Both were fixed on the day they were reported. 

3.1.2 Our Fleet  

To protect our people we have agreed a corporation position on the use of our fleet 

vehicles:  

• Hydrology staff can use the vehicles allocated to them and keep them at home if 

necessary, but only for essential work 

• Regulation staff should use their own vehicles or hire cars for essential work. If 

access to a personal vehicle is not possible, then the site visit should be passed to 

the next person on the rota 

• The Enforcement Team can access a vehicle only in an emergency and if personal 

cars or hire cars cannot be used. 

• The Airborne Hazards Emergency Response Service team can access a vehicle 

only in an emergency and if personal or hire cars cannot be used. 

3.1.3 Privacy 

We recognised that COVID-19, and our response to it, brought new privacy challenges. We 

are working in different ways which may require additional personal data about staff to be 

processed, or using on-line tools while we are working from home. For example, we gather 

extra data to monitor absence levels and the availability of staff throughout the pandemic. 

We have put in place steps to ensure that personal privacy will be protected at all times. We 

have a staff privacy notice which provides details of how we handle personal data.  It details 

the personal data that is gathered, how it is processed and the legal basis for that 

processing. We have also created supplementary Privacy Notices to provide additional 
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information for staff and published guidance on how staff can protect their own personal 

data and that of their colleagues.   

3.1.4 Information Security 

Guidance has been provided to staff to remind them about the need for good information 

security at this time. 

3.1.5 Fraud  

Board members were reminded to be vigilant as increased fraud is being reported during 

the emergency and Board members are likely targets.  

3.2 Our Services – Situational report 

3.2.1 Security Incidents 

 We recorded 22 incidents in the 

reporting period. A slight increase from 

19 reported in the last two periods.  

11 of the 22 were data breaches: eight 

of these were deemed low risk with no 

further action taken, two had mitigating 

actions and one involved a third party and we notified the Information Commissioner’s 

Office. 

 There has been a spike in incidents classified as “Lapse in Information Security”. We have 

recorded five in April – the first since May 2019. Three of these were phishing emails:  

• Email to a senior member of staff purporting to be from another senior member of 

staff involving bank details. It was correctly recognised and reported to the Security 

Incident Response Group. Our Information Technology Security Officer advised that 

our processes are robust due to the checks that are in place, to prevent such 

breaches occurring. 

• A suspicious link in an email which again was correctly reported to the Security 

Incident Response Group.  
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• A suspicious link in an email which again was correctly reported to the Security 

Incident Response Group.  Our Information Technology Security Officer confirmed 

that the destination site has been Blacklisted.   

The remaining two were: 

• Loss of bitlocker key for a laptop. Individual confirmed that laptop never left their 

home so key is misplaced in their property. This has now been replaced. 

• Two staff members sharing credentials for a particular work system – both had 

authority to access the system but the sharing of login details is against our IT 

Acceptable Use Policy. The staff concerned were reminded of this. 

The remaining incidents were the loss of three phones, the loss of a warrant card, the loss 

of an ID card and a physical security incident. The physical security incident was 

investigated by the Security Incident Response Group then passed to Health and Safety as 

it was determined to be more of a wider health and safety issue than a security one. The 

graphs below show the trends over 12 months. The “Impersonating SEPA staff” and “Theft” 

categories haven not been included as we’ve not had an incident in this timeframe. 
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3.2.2 Whistleblowing  

 We are committed to the highest standards of openness, probity, accountability, conduct 

and integrity in all aspects of our operations.  Our Whistleblowing Policy is to encourage 

employees/workers and others we deal with to come forward and voice concerns they may 

have about what is happening in SEPA without any fear of retribution.     

Whistleblowing incidents 

May-
Jul 18 

Aug-
Oct 
18 

Nov 
18- 
Jan 
19 

Feb–
Apr 
19 

May-
Jul 19 

Aug - 
Oct 
19 

Nov 
19 - 
Jan 
20 

Feb – 
Apr 
20 

Number of internal incidents 0 0 1 0 1 0 0 1 

Details: We have had 1 internal whistleblowing incident reported regarding security concerns 

around processes and procedures.  This has been passed to the Security Incident Response 

Group and investigator appointed.  The final report is being drafted.  

Please note we have removed external Whistleblowing incidents from the report. The incidents 

concern external organisations and are not related to our Safe SEPA work. 

 
 

3.2.3 Fraud, bribery and corruption 

Fraud, bribery and corruption incidents are allegations made internally or externally against 

our staff or people alleging to be our staff. 

Fraud, bribery 
and corruption 
incidents 

May-
Jul 18 

Aug-
Oct 18 

Nov 
18- 
Jan 19 

Feb-
Apr 19 

May-
Jul 19 

Aug-
Oct 19 

Nov 19 
- Jan 
20 

 
Feb – 
Apr 20 

Number 3 2 0 0 1 1 2 0 

Details: We have had no incidents in this reporting period. 
 

 

             

3.3 Next steps 

3.3.1 Our buildings 

We are working closely with our Facilities Management contractors to implement, and as 

necessary vary our existing contracts, agreed maintenance regimes for each of the three 

categories of office closures. 
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We are planning for the recovery stage of our offices.  We expect that for the rest of the 

financial year, a large proportion of our work will continue to be done from home. As the 

national situation changes over time, we will be clear on which business activities need to 

re-start and prioritise access to our facilities to enable these.   

We are taking the opportunity to fully review our estate in the context of the Annual 

Operating Plan target on ‘The New Workspace’.  We are consolidating an overview of 

current building issues to understand the level of investment required which will help inform 

corporate decisions.  

The commitment in the Annual Operating Plan is:  

Emergency Period Recovery Period 

By 30 June 2020, AMT will approve a 

project plan to assess how we will 

transform our ways of working to be fit 

for operating as a Phase 2 EPA in the 

changed world that will emerge after 

COVID-19. This project will review how 

we operated during the lockdown as 

well as lessons learned from other 

organisations. A report with specific 

recommendations will be presented to 

AMT by 30 November 2020.  

By 31 March 2021, agree an 

implementation plan for the approved 

recommendations. 

 

3.3.2 Our Information 

As we continue to provide staff with tools to help them work more easily at home, we will 

ensure that we don’t compromise personal privacy, and that good information governance 

is built into the way we use the tools.  
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4. We keep our services operating 

4.1 What have we done? 

4.1.2 Business Continuity Planning 

In February we began to review all our Business Continuity Impact Analyses and Business 

Continuity Plans as part of our preparation for a possible pandemic.  

Throughout the first weeks of March we reminded staff to sign up to the Business Continuity 

Messaging Service so they could easily receive time-critical messages by email, text or 

phone and almost 1200 have done so. 

4.1.3 Resilience Partnerships 

As a Category 1 responder in terms of the Civil Contingencies Act, we have fully engaged 

with Resilience Partnerships at all levels, including the Scottish Resilience Partnership 

(Chief Executive), Strategic Coordinating Group (member of Agency Management Team 

and Resilience Manager), all 10 Resilience Partnerships at tactical and strategic level, as 

well as a range of sub-groups including recently formed Recovery groups at national and 

local levels. This has been supported by daily attendance at meetings of the Multi-Agency 

Coordination Centre where up to date situation reports from across all sectors are shared. 

This engagement has allowed us to keep abreast of a rapidly developing and largely 

unprecedented situation, and to adapt our own strategies to compliment the national 

strategy.  

On 20 March Civil Contingencies partners called a national Major Incident and set up a 

Multi-Agency Coordination Centre to coordinate the efforts of Category 1 and 2 responders. 

This involves the agencies coming together in regular strategic and tactical meetings to 

understand how they are each responding to new situations and what domino effect that 

might have on others. Examples of areas relevant to us have been the response to Control 

of Major Accidents and Hazard Regulations (COMAH) incidents, landfill site management 

and Scottish Water sites 

We have created a log of all the risks we have considered relating to COVID-19 and shared 

it with our strategic resilience partners. 



Safe SEPA Digest February – April 2020 

  

18 

4.1.4 Our systems 

Staff are able to connect to our systems externally using the SEPA Connect Service. At the 

start of lockdown we had capacity for 850 virtual connections. We have now increased this 

to 980 which covers our peak log-on times. The service has remained stable throughout the 

emergency. Staff delivering essential services have priority access to our systems. 

4.1.5 Internal Services 

The Emergency Management Team cells put huge effort into interim arrangements to allow 

us to continue delivering key services, like payroll, HR, making payments and receiving 

goods ordered. 

4.1.6 External services 

On 6 April we published our approach to regulation during the national emergency. In the 

statement, we explained that, in these exceptional circumstances, our overall focus will be: 

“to make our best contribution to helping our nation get through this public health 

emergency in a way that protects and improves Scotland’s environment.” 

Our specific focus will be: 

• Maintaining our flood warning service 

• Working closely with those sectors that are most crucial to the functioning of society 

during this public health emergency 

• Working as much as possible with all other regulated sectors. 

Moving our contact centre to home working was a significant challenge. We initially 

provided a reduced service, encouraging customers to contact us on-line wherever 

possible. We created a new external website so that customers could contact us online to 

report environmental incidents, check live flooding information, register for Floodline or ask 

questions about something else. The external website has a dedicated staff hub, which staff 

can access even if they can’t sign in to SEPA systems or the intranet.  

http://scottishenvironmentprotectionagency.newsweaver.com/ceoannouncements/1bymls2wehi/external?a=6&p=1103283&t=4816
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4.2 Our Services – Situational Report  

4.2.1 Business Continuity Messaging Service 

No. Staff signed up 

 

 

 

 

No. messages issued 

16 messages issued by the Business Continuity Messaging System between February and April 

2020. Two of these were related to weather warnings, one was regarding animal biosecurity 

measures at the Perth office, and the remaining 13 were to provide information on the COVID-19 

situation. 

 
4.2 Next steps 

As per our commitment in the Annual Operating Plan we will work with Civil Contingencies 

partners on Scotland’s response to COVID-19 and recovery plans and to coordinate and 

support Scotland’s and SEPA’s recovery.  

5. Next steps for developing Safe SEPA 

5.1 Risks 

We are reviewing the Safe SEPA risks we have identified to understand the impact the 

pandemic will have on them. This is part of a wider review of all the risks on our corporate 

risk register. The Safe SEPA risks are: 

We disclose information we need to protect. 

• We don’t manage to embed a culture of Safe SEPA. 

• SEPA loses networks or data access through insufficient application of Cyber 

Security and Resilience procedures. 

93% of staff signed 

up to Business 

Continuity 

Messaging Service 
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Annex 1 – Sickness Absence Data 

 

 

 

The lost time rate shows the amount of working time lost to employee sickness 

absence as a percentage of the total working time available during the year, based 

on 224 working days.  


