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Agency Board Meeting  
16 February 2021 

 

Board Report Number: 01/21 
 

 
Staff Well-being  

 
 
Summary: 
 
 

A focus on the well-being of all SEPA staff has been a high priority 
throughout the response to COVID-19 and the Cyber attack and has 
been at the core of our response to both these events. This paper 
provides an update on the action taken to provide support since  the 
cyber attack on Christmas Eve and our plans for the next steps. 
 
 

Risks: 
 

Staff well-being is an essential component both of being an 
organisation that people to clamour work for, and of building a positive 
culture that enables high performance individually and collectively. 
Poor staff well-being will impact adversely on individuals, teams and 
organisational performance.  
    

Resource and 
Staffing  
Implications: 

Supporting well-being across SEPA requires support from all 
members of staff. All leaders and managers across SEPA have an 
important role in delivering well-being.  This has been a strong focus 
over the past five years, including a revamped Senior Leadership 
Team, the creation of the three AMT Committees which routinely 
involve a range of managers, regular All Managers meetings for the 
first time in SEPA’s history and the decision last year to prioritise a 
Management Development Programme, including the recent agree 
description of a brilliant SEPA manager. This has positioned the 
broad management team to play a strong role in supporting staff well -
being.  More broadly, the agency has invested in additional external 
support including the employee assistance programme to ensure the 
right support is available and accessible for all staff.  This new focus 
means that, at this stage, no extra resources are needed for this work 
beyond anything already committed. 

 
Equalities: 
 

 
Leaders and Managers have the greatest insight into the colleagues 
within their teams, and are best placed to recognise individual needs 
and tailor support to best meet different needs. Advice and support is 
available from members of the strategic leadership team, human 
resources, and the advisor on equalities and human rights to support 
individual managers.  Equalities has also been built into the new 
Governance Charter that all SLT members are required to sign and 
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the checklist which must be completed for the renewal of all new 
SEPA systems and initiatives as part of our recovery from the 
cyberattack.  
   

Environmental and 
Carbon Impact: 
 

There is minimal direct environmental or carbon impact in the 
arrangements to support staff well-being as much of this work is being 
carried out remotely.   
 

Purpose and 
audience of the 
report: 
 

 
This report provides an update on action to promote staff well-being 
since the cyber attack.  
 

Report Author: 
 

Fiona Martin              John Kenny 
Chief Officer              Chief Officer 
People& Property      Circular Economy 
 

Appendices: N/A 
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1. Introduction 
 
1.1 Promoting staff well-being is an ongoing organisational priority. It has been 

particularly critical during the transformed working arrangements during 2020, and 
has continued to be a significant priority in responding to the impact o f the cyber 
attack. We quickly recognised the potential impact of the attack on staff well -being 
particularly coming on the back of existing concerns exacerbated by COVID. This 
paper provides an update on action taken since Christmas Eve for comment and 
noting.  

 
2. Background 
 
2.1 There is continuing and increasing concern in society about the growing impact on 

individuals, families, society and organisations of poor mental health and well-being. 
There are many factors that influence well-being. As an employer, SEPA recognises 
the important role we can play in promoting and supporting well-being across the 
organisation. Sickness absence information has shown that one of the most 
significant causes of sickness absence have arisen as a result poor well-being 
including stress, and mental health.   
 
Evidence was already emerging of the adverse impact of the global pandemic on 
mental health and well-being prior to the cyber attack on SEPA in December. We had 
arranged Microsoft Teams sessions on well-being for staff between Christmas and 
New Year which we were looking to roll out further in the New Year across the 
organisation. The cyber attack, theft of personal data and impact on organisational 
communication mechanisms may further impact on individual well-being. 

 
3. The Issues 
 
3.1 Since the Cyber Attack, we have communicated regularly with all staff using the 

business continuity messaging service (BCMS). All staff sessions have been held 
using intercall hosted by the CEO and members of the strategic leadership team to 
provide regular updates for staff as well as the opportunity for questions to be asked 
and answered. This approach was used to brief all staff on the theft of personal data 
and the support available to all staff, including access to transunion protection and 
Sophos security software for personal devices. These sessions provide the 
opportunity for questions and reflections from staff.  These are now held on a regular 
fortnightly basis. Feedback on the value of these sessions has again been positive.  
 

3.2 Recognising the essential role for leaders and managers in keeping in touch with 
 individuals and in supporting well-being a range of sessions have been held with 
 Strategic leaders and with all managers. The purpose of these has been to ensure 
 managers are briefed and can explore issues to equip them to support staff and share 
 best practice. These /sessions are now running on a weekly basis in response to 
 feedback about the value of early sessions held with both groups. 
 
3.3 It is worth noting that the strong emphasis over the past five years on developing 
 management as a valued skill and also developing a more coherent collective 
 management team has helped managers play their roles more effectively during  the 
 pandemic lockdown and since the recent cyberattack.   
 
3.4 We advised SEPA’S  Employee Assistance Provider of the cyber attack, and their 
 services have remained operational throughout this period. We have taken action to 
 regularly promoted the arrangements for individuals to access the service using the 
 messages issued through the Business Continuity Messaging Service, during staff  
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 and manager briefing sessions, within FAQ documentation and secured Unison
 assistance with this too. We have also pointed staff to other sources of support. 
 
3.5 In addition, action has been taken to support individuals who have been directly 
 affected by the theft of any sensitive personal data. All individuals in these 
 circumstances have been contacted proactively by a manager or a member of the 
 human resource team to advise them on the data that we believe has been stolen 
 and the support available to them.  
 
 We have continued to reassure staff through the extended lockdown and particularly 
 during the period of home schooling.  
 
3.6 A set of frequently asked questions (FAQ’s) has been prepared and shared. These 
 are being added to regularly informed by themes emerging from the sessions with all 
 staff and with managers.  
 
3.7 We have continued to work very closely with Unison colleagues to ensure staff get 
 the information and support they need during this period and also to receive 
 feedback on issues such as staff well-being. Unison representatives have been part 
 of the Emergency Management Team meetings and have been invited along to every 
 staff session where they have also provided updates-with a strong focus on staff well-
 being. 
  

Next Steps 
 
3.8 In the short term, we will continue the frequent engagement/communication with staff 
 including the weekly managers sessions and fortnightly all staff sessions.  
 
3.9 Arranging access to MS Teams and e mails systems will make it easier for colleagues 
 to communicate with each other and to get involved in the building services for the 
 future. These are two areas which should help with broader well-being across the 
 agency.     
 
3.10 Once these systems are in place we will be hosting smaller staff sessions to provide 
 additional support for staff.  These were piloted during November and December and 
 early feedback on the value of these was very positive.  
 
3.11 The roll out of this technology will also enable pulse surveys to be conducted and we 
 will move on to get these operational at this point so that we are receiving up-to-date 
 staff feedback on key topics. 
 
3.12 We will also be considering how we should reshape the Management Development 
 Programme. An element of this will be the focus on staff well-being. 
 
4. Recommendations 
 
4.1  The Board is asked to: 
  (i) note the actions taken to support staff well-being and the proposed next steps; 

 and 
  (ii) provide any comment on the support and proposed next steps.   
 
 
 
Fiona Martin / John Kenny 
11 February 2021 


