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Summary:  

 
 

This report shows the progress that we have made delivering 

our work plan which covered the period March to June 2021. 

The aims of the work plan were: 

(i) ensure adequate service delivery  

(ii) build organisational capacity. 

 

This is an encouraging report. It shows that we have been 

able to deliver our core services, tackle some long-standing 

problems and put in place some Phase 2 ways of working. It 

has not been easy to achieve this – we have been working in 

very challenging circumstances. The report also describes 

some of the issues we have faced, which we are addressing 

through projects in our Annual Operating Plan. 

Risks: 

 
We are managing the risks associated with our work 

programme through our risk management process. 

Resource and 
Staffing  

Implications: 

The report provides an update on the work we have been 

doing to support and develop our staff. 

 
Equality: 

There are no specific equality issues raised through this report. 

We are carrying out equality impact assessments as we 

rebuild our services. 
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Environmental 
and Carbon 
Impact: 

 

There are no specific environmental or carbon impacts raised 

in this report. 

Purpose and 
audience of the 
report: 

 

For the Board to note. 

Report Author: 

 
Terry A’Hearn, Chief Executive  

Anne Turner, Business Strategy Manager 

Craig Ballantyne, Junior Business Consultant  
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For information on accessing this document in an alternative format or language please 

contact equalities@sepa.org.uk 

 

If you are a user of British Sign Language (BSL) the Contact Scotland BSL service gives 

you access to an online interpreter enabling you to communicate with us using sign 

language. 

http://contactscotland-bsl.org/ 

 

www.sepa.org.uk 
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1 Introduction 

In March 2021 our Emergency Management Team approved a work programme for 

the period to 30 June 2021. It was designed to ensure both adequate service 

delivery and the building of organisational capacity following the cyber-attack that 

took place in December 2020. The work programme was organised around three 

work streams: Regulation; Flooding and Organisation. 

 

This quarterly performance report provides a review of our progress delivering that 

work programme. The Agency Management Team held a performance review 

workshop on 13 July 2021. Representatives from each work stream reported on the 

key achievements over the period and the key issues we still need to overcome. This 

report is a record of that workshop. 

 

We have delivered a lot over the last three months. We have managed to deliver our 

key priorities in extremely challenging circumstances. On top of that, we have 

tackled some long-standing problems and implemented some of the Phase 2 ways 

of working we have been trying to achieve for several years. That has been key to 

our success. 

 

Our staff have worked incredibly hard. Unable to rely on our usual systems and 

processes, they have improvised, collaborated, and used their knowledge and 

creativity to find different, and sometimes better ways of delivering our services. 

They have responded to an enormous challenge by abandoning traditional silos, 

taking ownership of issues, seeking out external expertise and working together to 

solve problems. 

 

We have received a lot of support and understanding from a wide range of people 

and organisations to help us deliver our work programme. The relationships we have 

developed over the years have been invaluable at this time and we are also 

developing productive relationships with new partners.  
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Although we have delivered a lot, there have been many challenges and issues over 

the period. We have not completed everything we planned; we are still using a lot of 

workarounds; it sometimes takes us a long time to carry out some simple tasks and 

our staff have found this to be a very challenging period. 

 

However, with the progress we have made over the last six months, we are confident 

that, at the end of 2021-22, we will be a much stronger EPA than we were before. 

 

We published an Annual Operating Plan at the start of July, so in future quarterly 

performance reports we will give an update on progress against the twenty corporate 

performance measures in the Annual Operating Plan. 

 

2 Context 

The work programme began in March 2021. At that time there were many COVID 

restrictions in place.  

 

The cyber-attack was still having a huge impact on our work. The criminal 

investigation was on-going, and an external organisation was reviewing how the 

attack had happened. We did not have access to most of our systems and data. Our 

IT staff had worked really hard to establish basic communication tools for staff – 

email, MS Teams and basic versions of Microsoft Office. One hundred and fifty staff 

members were working on Scottish Government laptops. 

 

3 Regulation 

3.1 Permitting 

Since the cyber-attack, 3,120 applications have been determined and 612 are 

pending determination. We have contacted all applicants we have on record so that 

they understand the progress of their application. 

 

We have achieved this by introducing a more agile way of working, bringing together 

people from across the organisation to drive forward a specific piece of work. This 

has significantly speeded up our decision-making. 
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We have developed new, outcome-focused permits for many of the different types of 

application we receive. This is a huge step forward in an area we have struggled with 

in the past. 

 

Two of our four online registration services are now live. These are simple waste 

management exemptions and radioactive substances notifications. Over the next two 

years we will be making many of our services digital. While setting up these two 

digital services we have resolved many issues which will make future releases much 

simpler. We are progressing work on our two other digital registration services, which 

are for septic tanks and waste carrier services. These are more complex, involving 

third parties in the development, so will take longer to set up. 

 

We have restarted our service reform work using the Systems Thinking approach. 

This will play a significant role in building better services. 

 

3.2 Land use planning applications 

We have established a new engagement model with Planning Authorities. This is 

something that we have wanted to achieve for a long time. It means that we are now 

taking a much more strategic approach to planning consultations. This has been 

well-received by partners as this feedback from a partner organisation shows. 

 

“Just to reiterate, many, many thanks for the exceptional response in respect of our 

applications. Way above and beyond our expectations given the devastation caused 

by the cyber-attack. The triage meetings have been really helpful in allowing us all to 

hone in on our priorities.”  

 

We logged 659 planning cases over the period. We put in place new criteria for 

handling them and have dealt with 78%. 

 

3.3 Environmental events 
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We have been responding to significant environmental events and have had some 

good outcomes. Our response to an event at the Forth and Clyde canal is described 

in the Chief Executive’s Report to the Board this month to illustrate this work. 

 

3.4 High hazard sites 

We have delivered our verification programme. We have tackled areas of non-

compliance and have actions plans in place for community impact sites. We have 

also looked ahead to identify sites that might cause problems later in the year. 

 

3.5 Tacking significant non-compliance and illegal activity 

Over the last year we have developed a more targeted, cross-organisational 

approach to tackling environmental crime that directly impacts local communities and 

the environment. In recent weeks we have been able to confirm that 25 illegal sites or 

activities have ceased. Several of these are as a direct result of our work and some 

involved partnership working. Examples are included in the Chief Executive’s report 

to the Board.   

 

3.6 Enforcement 

As COVID restrictions ease, we have been increasing our presence in local 

communities across Scotland. This has made it easier for us to identify issues and 

act. We have provided Unit Managers with training and support to increase their 

confidence using Fixed Monetary Penalties. As well as issuing Fixed Monetary 

Penalties, we have also finalised our approach for calculating Variable Monetary 

Penalties. This is a significant new enforcement power under which we can issue 

penalties for up to £40,000. It will significantly add to our effectiveness as a regulator 

and, after setting up some administrative processes and support during July, we 

should be ready to use them from August.  

 

3.7 Bathing waters 

Great partnership working is continuing, to improve the quality of bathing waters. The 

bathing water season began on 1 June. We put a huge effort into getting our 
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laboratory sampling capacity up and running. We carried out pre-season compliance 

checks and are making good progress in Ayr South, which is a particular priority this 

year. 

 

3.8 Sustainable Growth Agreements 

Sustainable Growth Agreements are voluntary formal agreements between SEPA 

and an organisation (or organisations) that focus on practical action to deliver 

environmentally positive outcomes. We have continued to develop Sustainable 

Growth Agreements over the last three months and have another three which are on 

target to be signed soon. 

 

3.9 VIBES 

In the year that COP26 is coming to Scotland, the 2021 VIBES Awards will 

showcase the commitment, progress, and actions of businesses towards achieving 

net zero carbon emissions. Preparations for the event are underway and the 

application window is open. 

 

3.10 Place making 

Work is continuing at pace across all our place making pilot areas. A couple of 

highlights from The Leven project and Glasgow illustrate our progress.  

 

Seven hubs, known as ‘Climate Beacons’ have been chosen to stimulate long-term 

public engagement in the lead-up to and following COP26. The Leven project is part 

of the Fife Beacon, which is keen to share the region’s industrial heritage and show 

the world how it can transform to a resilient, low-carbon community of the future. 

Several applications for funding are under development by the project and work 

continues around the four key themes of water, productive people and place, 

connectivity, and health and wellbeing place.   

 

In Glasgow we are developing opportunities to help deliver the Green Network 

Blueprint. This is a framework for the creation of a strategic Green Network to benefit 

people and wildlife in the Glasgow City Region. There are currently 14 Water 
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Environment Fund projects being progressed in the region. We have also helped 

develop a framework of principles to support development along the tidal Clyde, 

which are now starting to be implemented for major sites.   

 

3.11 Waste Water Monitoring for SARS-CoV-2 RNA 

We continue to work with Scottish Water to provide a monitoring service for the 

genetic signal (RNA) from COVID-19 infection detected in wastewater.  Samples of 

waste water are collected by Scottish Water and are representative of between 70-

80 percent of the Scottish population. In combination with community testing, these 

results are helping Scotland understand the prevalence and distribution of the virus. 

The results are publicly available on our website. 

 

4 Flooding 

4.1 Avoid 

We have progressed work to licence flood maps and we have also procured a major 

national surface water flood mapping contract. 

 

4.2  Protect 

We have progressed the Flood Risk Management strategies. They will be ready to 

issue for consultation by the end of July. We have also strengthened our 

arrangements for dealing with a reservoir emergency.   

 

4.3 Warn 

We have maintained our flood warning service, including maintenance of the most 

important sites in the hydrometry network, using the flexibility pilot to help mitigate 

resource issues. 

 

We have progressed the long-term build of better telemetry and flood forecasting 

systems.  

 

We have restored the water level and rainfall web pages, which are the most visited 

pages on our website.  

https://informatics.sepa.org.uk/RNAmonitoring/
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We are supporting the preparation of COP26. We held an exercise to prepare for it in 

June.  

 

We are operating the water scarcity and drought warning scheme. 

 

4.4 Embedding the Hydrology restructure 

 We have continued to embed the Hydrology restructure. We have introduced a 

collaborative approach to prioritising workload. We have been communicating 

regularly with staff in the function using a variety of media. We have also developed 

and delivered training to over 30 new duty officers to increase resilience in our flood 

warning service.  

 

5 Organisation 

5.1 Information systems 

Our recovery from the cyber-attack is on track. We are focusing on building new 

systems suitable for our future needs, rather than recovering old systems and have 

engaged the services of a number of external companies to help us do that.   

 

The technical work is going well. We have built a new cloud-based central hub, 

which will be the core of our new information services and will transform how we 

work.   

 

We overcame a significant logistical challenge to procure laptops for all our staff. 

They are currently being rolled out and everyone should have their laptop by the end 

of July.  

 

We have launched a full Microsoft 365 package with significantly enhanced security. 

We have also launched pilots of SharePoint. 

We have made major progress providing access to virtual workstations for staff who 

need enhanced IT capability for modelling or development work. Examples of 

modelling work include supporting the work of Local Authorities on low emissions 
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zones, modelling to support our regulation of the Aquaculture sector and flood 

modelling. We have rolled out 70 virtual workstations so far and are progressing a 

further 50. 

 

We have made considerable progress setting up a variety of systems to support our 

services. These include: essential flood forecasting and warning services; digital 

systems for registrations; systems to support the delivery our bathing water duties; 

extending our capability to undertake COVID waste water treatment analysis; finance 

system; and systems to support our laboratory work. We have launched a project to 

replace the old telephony system used by our contact centre. We have developed 

new capabilities on Scotland’s aquaculture website for the reporting of sea lice 

numbers in marine fish farms. 

 

5.2  Finance 

We needed to rebuild our finance system to have the core functionality for 

compliance. We have complete Phase 1 which has given us back-office functionality. 

We have now just completed Phase 2 which will allow staff to have self-access for 

expenses, leave and time recording. 

 

Although we are still relying on a number of temporary approaches and manual 

workarounds, we have continued to pay staff and suppliers throughout, knowing that 

many people are facing their own challenges linked to COVID. 

 

There has been a huge amount of work to manage our contracts and work with 

suppliers through this period and the Procurement Team has helped staff across the 

organisation to improve their expertise in this area. We have also been busy 

sourcing supplies which are scarce nationally to help keep our services running, as 

well as procuring the equipment and services needed to develop our IT services.  
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5.3 Governance 

The cyber-criminals stole 1.2 GB of our data and published it illegally online. This 

amounted to just over 4,000 files. Dealing with the data theft was one of our highest 

priorities following the cyber-attack. We set up a dedicated team under a senior 

manager, reporting into our Fraud Response Group. We worked with Police Scotland 

and specialist partners to investigate the data theft and data release. The criminal 

investigation is still ongoing. We recovered the stolen information, catalogued it, and 

analysed the impact on our staff, former staff, external partners, and customers. We 

held briefing sessions for all staff and contacted those individuals whose sensitive 

information was impacted. We also contacted external partners and customers who 

were affected. 

 

We commissioned a suite of reviews to help us understand the cyber-attack and 

learn lessons from it. A specialist organisation investigated the attack on our 

systems. Police Scotland carried out a debrief into the multi-partner response to the 

attack. The Scottish Business Resilience Centre reviewed our preparedness for a 

potential attack, and our internal auditors, Azets, reviewed our recovery and the 

impact of the attack. Azets also compiled an overarching lessons learned report. The 

Audit Committee and Board have reviewed these reports. We are now developing 

communications to share the findings with staff and externally, so that other 

organisations can learn from our experience.  

 

5.4 Staff 

This has been a challenging period for all our staff and one way we have supported 

them is through fortnightly telephone meetings. At these meetings we have kept staff 

up-to-date with our progress and provided them with the opportunity to ask questions 

and raise concerns directly to the Chief Executive and the Agency Management 

Team. There have been weekly meetings for the Senior Leadership Team and for all 

managers and fortnightly meetings for all staff. Management has also had weekly 

meetings with UNISON to discuss issues that have been raised. UNISON officials 

have kept staff aware of the support the Union is providing to its members during the 

regular calls. 
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We re-focused our planned Management Development Programme so that it 

supports managers to look after themselves, look after staff and deliver SEPA’s work 

programme.  We have provided coaching sessions to help managers support their 

staff and sessions to help them engage with our new flexibility approach. 

 

We developed a flexibility approach, so that staff could move easily to work on tasks 

that would help us deliver our core services and build our organisational capacity. 

Over 70 members of staff have taken part in this project which has been successful, 

both for the staff taking part and for the areas of the organisation needing additional 

temporary support. 

 

We have ensured that our buildings are statutorily compliant. Our Angus Smith 

building and Aberdeen laboratory are COVID-secure and we have not had any 

COVID outbreaks in our offices. 

 

We have developed recovered and developed health and safety policy and guidance 

and have been reviewing and simplifying our Health and Safety risk assessments. 

 

We have developed a system for carrying out staff surveys and used it for a basic 

survey of all staff to find out their views on future workspaces. We are also reviewing 

the plans that organisations around the world are making for future ways of working.  

 

6 Issues 

6.1 Staff 

 Our staff have put a major effort into re-establishing our priority services following the 

cyber-attack, then delivering the work programme to improve service delivery and 

rebuild our organisational capacity. It has been extremely challenging. They have 

been working without most of the systems or information they usually rely on. Owing 

to COVID restrictions, most people have not been able to meet, to offer each other 

the personal support they would usually have when adapting to new systems and 

processes.  

 



 

Corporate Performance Report | Quarter 1 2021-2022 

                                                             12 

OFFICIAL – PUBLIC 

OFFICIAL – PUBLIC 

Our staff have used their knowledge, expertise and creativity to develop new ways of 

working. As we have seen throughout this report, this has led to many significant 

achievements, but it has also taken its toll. Many staff members have found it very 

difficult dealing with the impact of the cyber-attack, particularly while we were still 

dealing with the pandemic.  

 

We are encouraging all staff to take their leave, so that they get a break from work. 

We are using the flexibility project to direct more resource to areas that need it most 

and we are developing this approach.  There are many other actions we are taking to 

support staff and these will be added to and remain a high priority. 

 

6.2 Best Available Techniques reference document (BREF) reviews 

 The cyber-attack has interrupted some of work on these reviews. We have targeted 

this significant piece of work as a priority in our Annual Operating Plan. 

 
6.3 Procurement 

As noted elsewhere, we have put a large effort into procurement and contracting 

processes.  In the specific areas of the publication of our contracts register 

procurement strategy and annual report, there is expected to be some delay. This is 

due to significant resource pressures and the loss of some required information.  We 

aim to have them in place by September 2021. 

 

6.4 Information 

We lost access to most of our data and information when the cyber-attack happened. 

We are also building new systems that handle information in different ways. We 

need to make sure that we have the right standards and controls in place to manage 

the information in our new systems and to properly manage any legacy information 

we recover. This will require a significant amount of effort so has also been 

prioritised in our Annual Operating Plan. 

 

6.5 Other issues 

We are not just building back what we had before, we are building back what we 

need to be a Phase 2 EPA. This report shows that we have already taken the 
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opportunity to resolve many long-standing issues and move forward with better ways 

of working. We will keep these improved ways of working going as we resolve other 

issues, especially by bringing people from across the organisation together to tackle 

specific problems.  

 

7.0 Recommendations 

7.1 The Board is asked to note this report. 
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